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K. 5. SCHOOL OF ENGINEERING AND MANAGEMENT

'VISIONl

To impart quality education in engineering and management o meet technological, business and
societal needs through holistic education and research

MISSIDE

K.S. School of Engineering and Management shall.

»  Establish state-of-art infrastructure 1o [aciliate effeetive dissemination of technical and
Managerial knowledge.

e Provide comprehensive educational experience through a combination of curricular and
Experiential learning, strengthened by industry-institute-interaction.

» Pursue socially relevant research and disseminate knowledge,

o Inculeate leadership skills and foster entrepreneurial spirit among students.

Department of Computer Science and Engineering

VISIDN'

To produce quality Computer Science professional, possessing excellent technical knowledge.

skills, personality through education and research.

M15$|0N|

Department of Computer Science and Engineering shall,

Provide good infrastructure and facilitate learning lo become competent engineers
who meet global challenges.

Encourages industry institule interaction to give an edge to the students.
Facilitates experimental learning through interdisciplinary projects.

Strengthen soft skill to address global challenges.




INTERNET OF THINGS
‘ (Effective from the academic year 2018 -2019)
SEMESTER - VI

Course Code 18CS81 CIEMarks 40
Number of Contact Hours/Week 3:0:0 - SEE Marks 60
Total Num_hm::l'c_unmct Hours 4l Exam Hours | 03

) CREDITS -3

Course Learning Objectives: This course (18CS8 1) will enable students to:
v Assess the genesis and impact of loT applications, architectures in real world.
o lllustrate diverse methods of deploying smart objects and connect them to network.
o Compare different Application protocols for loT
s Infer the role of Data Analytics and Security in IoT.

various domains of Industry,

» Identifysensor technologies for sensing real world entities and understand the role ol loT |

Module | ' Contact
Hours

" What is loT. Genesis of IoT, IoT and Digitization, loT Impact, Convergence of IT and loT, 08
1oT Challenges, loT Network Architecture and Design, Drivers Behind New Network |
Architectures. Comparing loT Architectures, A Simplified loT Architecture, The Core loT
Functional Stack, loT Data Management and Compute Stack.

Textbook 1: Ch.l, 2
RBT: L1 L2, L3
Module 2

Smart Objects: The “Things” in loT. Sensors, Actuators, and Smart Objects, Sensor 08
Networks, Connecting Smart Obyects, Communications Criteria, loT Access Technologies.
Texthook 1: Ch.3, 4

CRBT: L1, 12,13
Module 3 |

IP as the loT Network Layer. The Busmess Case for IP. The need for Optimuization, | 08
Opumizing 1P for foT. Profiles and Compliances. Application Protocals for 1oT, The

| Transport Layer, loT Application Transport Methods.

Texthook 1: Ch.5, 6

RBT: L1, L2, L3

Module 4 - S .
Data and Analytics for loT, An Introduction to Data Analytics for 10T, Machine Learning. U
| Big Datz Analytics Teols and Technology, Edge Sireaming Analytics, Network Analytics,
Secunng loT. A Brief History of OT Secunty, Common Challenges in OT Secunity, How IT !
and OT Security Practices and Systems Vary, Formal Risk Analysis Structures; OCTAVE

and FAIR, The Phased Application of Security in an Operational Environment |
Textbook 1: Ch.7, 8 '

RBT: L1,12, L3 o
Module § - B i

| loT Physical Devices and Endpoints - Arduino UNO:  Introduction to Arduing, Arduino 0%
UNO, Installing the Software, Fundamentals of Arduino Programming. loT Physical

Devices and Endpoints - RaspberryPi: [ntroduction to RaspberryPi, About the RaspberryPi
Board: Hardware Layout, Operating Systems on RaspberryPi, Configuring RaspberryPi,
Programming RaspberryPi with Python, Wireless Temperature Monitoring System Using Pi.
DSI8B20 Temperature Sensor, Connecting Raspberry Pi via SSH, Accessing Temperature
from DS18B20 sensars, Remote access to RaspberryPi, Smart and Connected Cities, An loT |




i Jarte it i =y —
Strategy for Smarter Cities, Smarl City 10T Architecture, Smart C{G'gﬁmgﬁ" e
Spart City Use-Case Examples,
Textbook 1 Ch.12
Textbook 2: Ch.7.1 to 7.4, Ch.8.1 to B.4, 8.6
RBT:LLLZ L3 -
Course Qutcomes: The student will be able to :
o Interpret the impact and challenges posed by IoT networks leading to new architectural models

. C::mparrkc and contrast the deployment of smart objects and the technologies 1o connicet them to
network,

+ Appraise the role of 10T protocols for efficient network commumication,
» Elaborate the need for Data Analytics and Security in loT.
e Ulustrate different sensor technologies for sensing real world entities and identify the applications
of 1oT in Industry,
 Question Paper Pattern:
o The question paper will have ten questions,
s Each full Question consistng of 20 marks
o There will be 2 full questions (with a maximum of four sub questions) from each module.
| » Each full question will have sub questions covering all the topics under a module ’
= The students will have to answer 3 full questions, selecting one full question from each module.
Texthooks: =
1. David Hunes, Gonzalo Salgueiro, Patnek Grossetete, Robent Barton, Jerome Henry, "o
Fundamentals: Nerworking Technologies, Protocols, and Use Cases for the Internet of
Things”, 1"Edition, Pearson Education (Cisco Press Indian Reprint). (ISBN: 97R-91ROETIT43)
2. Srnivasa K G, “Internet of Things™,CENGAGE Leaning India, 2017 f
Reference Bouks: ' — |
1. Vijay Madisetli and ArshdeepBahga, “Internet of Things (A Hands-pn-Approach)”, I“Edition.
VPT, 2014. (ISBN: 978-8173719547)
2 Raj Kamal, “Internet of Things: Architecture and Design Principles”, | Edion, Melinw
Hill Education. 2017, (ISBN: 978-9352605224)
Mandatory Note: S
Distribution of CTE Marks 15 a {ollows (Toual 40 Marks):
» 20 Marks through [A Tests
e 70 Marks through practical assessment
Maintain a copy of the report for verification during LIC visit. B -
I_ngss'ﬂe list of practicals: _ ) o '
|, Transmit 4 string using UART B Li"
2 Point-to-Point communication of two Motes over the radio frequency.
3. Multi-point 1o single point communication of Motes over the radio frequency LAN (Sub-
nettmg).
4, 12C protocol study
5 Reading Temperature and Relative Humidity value from the sensor
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K S SCHOOL OF ENGINEERING AND MANAGEMENI

BENGALURU-S6010%
TENTATIOE €Al ENHAR O EVENTN EVENSEM VI SEAENTRN (2 ink

Week |
NII Mluniili .ﬁf"ll“l'l
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K. §. SCHOOL OF ENGINEERING AND MANAGEMENT, BENGALURU -560 019

DEPARTMENT OF COMPUTER SCIENCE AND ENGINFERING
KSSEM| SESSION: 2021-2022 (EVEN SEMESTER)
VIII- A Semester Student List

IE::’ USN Name of the Student
| 1KG16CS103 Sujay H $

2 1KG17CS003 Adithyva U

3 [TKGITCS008 Atul thakur

4 |[IKG18CS001 A Harika

5 1KGISCS002 Adarsh p

6 |1KGI8CS003 Adithi M C

7 |IKGISCS004 Adithi,N

8 |IKGI8CS005 Aishwarya S

- ) 9 |IKGI8CS006 Akshatha K A

10 1KG18CS007 Amith

11 [IKGISCS008 AmithaS M

12 |[IKGI8CS009 Amulya D M

13 IKGI8CS011 Anirudh A

14 1KGI1BCS012 Anusha H

15  |1IKGI18CS013 Anusha N

16 [IKG18CSO014 Anusha Ramnath
17 [IKG18CS015 | Ashish Kumar

18 |IKGIBCS016 |Athmika

19 |[IKGI8CS018 ‘Bhashyam Keerthikumar
20 |IKGIBCS019 Bhavitha D

21 [IKGIBCS020 |Brundha P

22 |1KGI18CS021 'C Amruta Gayatri
23 |IKGIRCS022 Chandana M

® [ 2 [IKGISCS023 CHANDANA R K

25 |IKGI8CS025 Chinmye HH

26 |1KGI8CS026 Deekshitha V Reddy
27 |1IKGI8CS027 Deepak tn

28  |[IKGIBCS028 DEEPTHITE

29 [IKGIRCS029 Devapoojitaa

30 |[IKGIBCS030 Dhanushree D.B

i1 |1KGI18CS032 Dravid Balakrishna
12 1KGIBCS033 1) sai rohit

33 |IKGIBCS034 Eesha B §

314 |IKGI8CS036 Gayana H G

35 |[IKGI8CS038 Goutham RP

36 |1KGISCS039 Guru Prasad K A
37 |[1IKGISCS040 Hamsaveena S




W [IRGIBCSO4L o Jayonth )

W[ IRGIRC NIH ! Jayanth N

0 [TKGIRL Hﬂ-ll ~ Heevan sai G T

0 |[.u,.11¢¢. ‘-.[M I Kalvan Venkatesh 13 S
ur [INGIKCS0S o [Kathik Gowda D

3 [IKGISCS040 ~ [kotapati Sushima chowdary

a0 |IKGIRCS04T - Kruthi M
C4s [ IRGITRCS048 Kruthika B
Ta6 [IRGIRCS04Y Lakshmi )

A7 [TRGIRCSOS50 Madhumathi

4% [IKGIRCSOSI Mulavika

49 [IKGIBUS052 Mamisha Rai

50 | IKGITSUSOS] Muvuriit Borkakoty

51 [TRGIBCS054 Megha M1

52 [IKGIBCSOSS Meghana A S

53 [IRGIRCSDSO Mephana K V

S0 | IKGIRCSO0ST Mithun M

55 | IKGISCS05Y Monica V ]

S6 [1KGIBCS000 Nafeesa Bunu

57 [IKGI9CS400 Ashwini, T

5§ |1KRG19CS401 Bharath P

50 |IKGI9CS402 Durgi sobha

60 [ IKGIOCS403 Nethravathi
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KSSEM

SESSION: 2021-2022 (EVEN SEMESTER)
Question Bank-1

_ﬁ;c_h 2018
Year/Semester/Section IVVIIVA&B o
Course Code/Title 18CS81/Internet OF Things

Name of the Course In charge | Mrs, R § Geethanjali & Mrs, Gargi N

K S SCHOOL OF ENGINEERING AND MANAGEMENT, BENGALURU - 560109
DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

E2 MODULE 1 . co
No. Level '
I.  [Explain oneM2M loT standardized architecture with a neat diagram. Understanding| CO1 :

K2 |
2 [Explain the impact of "loT" in real world with an example of connected Undersmuding‘ col |
factories. K2 |
3. Define Internet of Things (IaT). Explain in detail the genesis of 1oT. Understanding| CO1 ‘
K2
4 [Iluostrate The loT world forum (loTWF) standardized architecture with a neat ' Understanding| CO1 |
block diagram. 3
Tlustrate the extended simplified [oT architecture with the help of a diagram. | Understanding| CO1
5 K2
6.  |[Explain loT data management and compute stack. Understanding| CO1
K2
7. [Explain the core loT functional stack. Llnrlerstanding:_ co
| Hz I |

[ 3. Etxplnin few of the most significant chal lenges and problems that ToT is Understanding

| currently facing. i i

9. Define loT. Explain the wc:-lutionmi phases of loT. B Umlerslanding.

| K2 cor
10.  TMlustrate some of the differences berween I'T and O networks and their Understanding CO1 |

|



K2

Loarious ¢ hallenges

Caplhain the pooess petworh sub layer with a neal druagram 1 nderstanding € O

|

K1
#unlnln the fillow g m lefins of fl . 'j*d'l"llldlil- o
by Conmected pondiaavs 1) Srian Loniee ted banddings

Kl
‘ifﬁlp‘lil bricfly abwut cormet Lini sTart ohjects "Understanding €O
| K1
‘El“.llﬂliﬂ the drvers hetund 10T Architecture N erstanding. COI
' K2
| MODULF 2
\h.pllin bricfly about Wireless Sensor Networks (WSN) | nderstanding  CO2

K2 »

‘Ilrﬁm' sensor and smar pbjects Eaplain ther charactenistcs “Understanding  COZ

|
ki

b‘.:pluin the dii‘l'c}cm types of sensors | ..1.-,-..;,..1.“' cm

ki

efine actoaton Explain how sensars and gctuators Interact =i b the phycal I nderstanding co?

world
H‘ "

k]-’.:plniu lol gocess technologies of |TEEF 802 15 4 | sderstanding ¢ 2

k2

Undersanding CO2 P

1
Eaplain ahont dita aggregation i wireless sensor etwolks

I K2

' (1

_.4-""“'4‘ *\\“h- \ L :
Course Incharge Head of the Department

== . Ls
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R S SCHOOL OF ENGINFERING AND MANAGEMENT, BENGALURU - 560109
DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

SESSION: 2021-2022 (FVEN SEMESTER)
Question Bank-2

Batch 018

| Year/Semester/Section v VIVALH

Course Code Title ISCSE I nterner OF Things

Name of the Course In charge | Mrs R S Geethanjali & Mrs. Gargi N

o MODULE 2 o |
No. Level
. E _Eitplai_nmi_lﬁ.-l PHY Format with neat di:sgr_.-m;. ) o Understanding (.‘0.1“‘
| K2
> Explain the Protocol Stacks utilizing 1EEE 802 15 4 Understanding| €02 1
K2
3. [Explain LoRaWAN layers and its_pilysiu:ul layer | Understanding| CO2
K2
| 4. !"Ilhulrnle ZigBee IP protocol stack with a neat d iagran. Understanding| CO2
|
L -
' Explain [EEE 802.15.4 MAC Format with neat diagram. Understanding| CO2
® . .
|
b. er:.pinin the frame format of auxillary security header field for 802, 15,4-2006, i Understanding CO2 ;
| -
7. Explain the general MAC frame format for IEEE 1901 2. Understanding| CO2 |
K2
i ~ MODULE} i
g, . N Undersl_umlingi- CO3
Differentiate between COAP and MQTT. K2
|
e« | - Understanding  CO3
Outline the concept of tunneling legaey SCADA over [P networks 3 ;



[0 Explain the header stacks of SLOWPAN. Understanding| CO3

, K2
— | S
I1. [Explain CoAP communication in loT infrastructure with an cxample of rehable Understanding  CO3
fransmission,
K2
2. i Understanding. CO3
Explain MQTT message format
K2
13. ' Understanding| CO3
Explain SCADA protocol translation using DNP3 pratocol.
K2
14 - N Untlerslamli:E - CO3
| Fxplain with neat diagram the concept of MQTT QoS flows. K2
15. Understanding| CO3
[Explain the RPL routing metrics in RPL header.
? © K2 D
16. Understanding O3
Tllustrate the framework for MOTT publish/subscribe. 2
17. | Understanding €03
Lxplain the CoAP message format with an example of reliable transmission and -
18 Explain with a neat diagram DNP3 protocol over SLoWPAN networks with MAP-T Understanding CO3
K2
19 [Elaborate the concept of [oT data broker in application transport methods, ﬁndemandin;u CO3
K2
=4
20 Understanding| CO3
Summarize the need for optimization. ' K2 ‘
21 Understanding CO3 |
Outline the key advantages of Internet Protocol. %2 |

Understnmli-ngi Co3
Explain the scheduling and forwarding me chanisms of 6TISCH, X2 | |

PE=N)

G . ”
é:{eln;ﬁrge H e’:gl of the Be pnflﬁt(?&b

Dept. of Compuisi Science & Engingsr ™
K.S.Sches - e



T, K S SCHOOL OF ENGINEERING AND MANAGEMENT, BENGALURU - 560109
DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

SESSION: 2021-2022 (EVEN SEMESTER)

Course Code/Title
[
~ Name of the Course In charge Mrs. R S5 Geethanjali & Mes, Gargi N

I_]atch"

Question Bank-3

- T
Year/Semester/Section IV/VIIA&R

| 18CS81/Internet Of Things

K2

= — — %
No. - _ MODULE 4 | i (‘.0_.
|, Discuss Big data analytics tools and technologies. | Understanding CO4
2 Fxplain the elements of Hadoop with a neat diagram. | Understanding  CO4
I L — ———— — K-z _—
. 1. Discuss the following: Understanding| CO4
a) Supervised learning K2
by Unsupervised learning
_ _¢) Neur|networks - | . .-
4. FEaphain in detail the core functions of edge analytics with a neat diagram. | Understanding| CO4
L = . L K2 .
Explain the different steps and phases of OCTAVE allegro methodology. | Understanding| CO4 |
5. - ) K2 ]
’jﬁ. Explain formal risk analysis structures. Understanding| CO4 |
. [ _ _ - K2 —
| 7. Explain Lambda architecture with a neat diagram. Understanding CO4
8 fF,prxin the different components of Flexible Network Flow architecture (FNF). Understanding| CO4
9. |Explain Secured Network Infrastructure by using process control hierarchy model. | Understanding| CO4
K2
10. [Explain the data and analytics of 10T. ' Understanding, CO4
® L
i C MODULES R
. l‘r’:.qﬂain the different pins/parts of Arduino Uno Board, Understanding COS
| S | K2
12.  [Fxplain the following with respect (o Arduino programming. Understanding COS
ay  Structurz K2
‘ b) Functions
¢l Variables
d) Flow contral statements
el Data type
0 Constants e = — "
|3, Fxplain Raspberry Pi learning board. i Understanding| COS
K2
14, Develop a program to measure the humidity and tempetature using Arduino Uno  Applying | COS
| board - - K3 .
15, Define Arduino. Explain the advantages of Arduino. I[Jndershanding CcOs




16, Fxplain smari city security architecture.

—— e

Understanding CO5
K2

Explain wireless temperature mnﬁiariug system using Raspberry P,

-
I8, Distinguish between Raspberry P and Arduino. o
(=

. Understa nding _66_5
K2

Understanding| CO5 |
K2

19, [Explain the steps to install Arduino software for the windows PCs.

| 20, [Explain smart parking zt:'cllfﬁlra_wﬂﬁaantages_and disadx_-m@é

Cd%’mge

:

Understanding | CO5
| k2

Understanding| CO5

_____|I K2
# .
Head df the De/ﬂnwnt
Tl

Dept. of Computer Science % Enginee:n]
K.5.Scnool of Enginsariny o Management
Bangalore-260 062.




KR.S.SCHOOL OF ENGINEERING AND MANAGEMENT, BENGALURU - 560109

NSSEM DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING
CO-PO Mapping

Course: Internet of Things - B

Type Core : | Course Code: 17CSS1ISCSBI

_ E e Mo of Hours o o
. Theary Practical Freld Work: Allied - M=

(Lecture Class) | Aclvites Tatal Week Fotal teaching hours

- 4 | 3 | | — 40
| | - ~ Marks -
v Intermnal Assessment | Exanunation | Total Credits
| 40 | Ol 10 Y

CAim Ubjc_-c_n;-us of the Course
1. To assess the genesis and impact of 0T apphications and archirectures in real world.
s > Teillustrate diverse methods of deploying smart objects and connecting them Lo netwark.
3. Tocompare different Application protocols for 1oT,
4. Tomier the role of Data Analynes and Security m [T
5. Toidentify sensor technologies for sensing real world entities and understand the role of ToT in

vanious domains of Industry.

Course Learning Qutcomes
After completing the course, the students will be able to

col Interpret the impact :mdnéhallcnges posed by ToT networks Ie_:tﬂ-i.ng o Understanding
: new architectural models. (K2)
| co2 Outline the deployment of smart objects and access technologies to frame Understanding
| | I | network. (K2)
| ' ' - - Understandin
‘ CO3 | Describe the role of loT protocols for efficient network communication. : (K2) B
| " ' Exhibit the need for Data Analytics, Big Data Analyucs und Tools & Secunty Applying
; COX| 1t (K3)
| ' < | Ilustrate different sensor technologies for sensing real world entities and Applying
e Identify the applications of 10T in Industry. (K3)
|
| Svllabus Content
Module 1: What is JoT. Genesis of 10T, 10T and Digitization, 10T Impact, Convergence ﬂgﬁ?ﬂ:m
of TT and ToT. LoT Challenges, IoT Network Architecture and Design, Drivers Behind | POL23
New Network Architectures, Comparing IoT  Architectures, A Simplified loT PO 4_“]
I Architecture, The Cere ToT Functional Stack, 10T Data Management and Compute. POS-1
| POG-1
| LO: At the end of this session the student will be able to PO7-3
I Whar is mean by 101" PO 2-1

| > What dre the difference between 10T and Digitization?
W rite 4 <hort note 10T netwaork architecture desizns ]




P8O -1

i b apdmn the the divers belimd new network anchitectin

v ]
| yplon 16T uta ™M i T andd O armypinie Stk PSO-1
| xphmn & o Bl b uie i Stk | -

Module 2 Smart Objedts The “Things™ in 1o, Sensors. Achiators, and Smart Ohbpects. (02
Sensor Networks. Connevting Sman Obgects. Communications © ntena, laT Access
Technologies (18 hrs
LO: Al the end of this session the student will be able o POIL-3
PO4-|
. 5.1
I| .ﬂqj.u\ T;p‘. Wl w |"" |I..:|;l\. I Sensors amd actiatiors ]i:gh‘,.l
Faplan the smart obyegis | F{]T.-‘
Faplam connectimg smar obyjocts &
. PON- |
1 Fandar 10T Avvess Technolymes ‘
POI12-1
PSO1-3
Y PSO2-1
Module 3: [P as the 1oT Network [aver, The Business Case for 1P, The need for Co3
Opurizanon. Optmuzing 1P for loT, Profiles and Compliances, Application Protocols for
loT. The Transport Layer. loT Apphication Transport Methods 08 hrs
POIL-3
LO: At the end of this session the student will be able 1o POS-
PO6-
Faplan 1OT network Liver PO7-2
Y Faplain the business case lor 11* PO9-1
What s the need tor Optimization | POI12-1
4 Fxplon the loT Appheation Tomspont Methods
PSO1-3
. o psox
Module 4 Data and Analvties for ToT, An Introduction to Daa Analyucs for loT,
Machine Learming. Big Data Analytics Tools and Technology, Edge Streaming Analytics,
Setwork Analvtics, Secunng 10T, A Brief History of OT Secunty, Common Challenges CO4
m 0T Secunty, How 1T and OT Secunty Practices and Systems Vary, Formal Risk U8 hrs
Snalvss Structures OCTAVE and FAIR. The Phased Application of Secunty i an
Operational Environment PO1-3
. POS-1
1.0): At the end of this session the student will be able 10 POB-1
pPO7-2
Diemonstrale the need for Dats Analviies in loT POY-1
2 Daplam Mg Dats Analyties Tools and Technology POI2-|
' s Hret Histors of OFT Sgounty
4 W et e oo € hallenges in O7 Secunitsy PSO-3
PO 2-1

Faplarn Formal Back Analvsis Structures O IANVT and FAIR



Module 51,7 Physical Device:

Arduing LND, Installing tliI:L;?f];iEfl;dpﬁ:l:i:am::l:;f ”U';T]iU-I 'J“ T"“;“"“U“ . {\rdmmj
['ll_"'!‘l(‘ﬂl Devices and Eddpoinis - Ras ' = A (i N m{ l‘ngr:—l!nmmg o)
Hﬂhpherryﬁ - pomnts - RaspberrvPi: Introduction to RaspberryPi, About the
P e ardware L ayout, 'Dp!.'ralmg Systems on RaspberryPi, Configuring CO5
A o , rugr.im‘mmg Ru::;phf:rrj.'P: with Python, Wireless Temperature Monitoring 08 hrs
y "’m. Using Pi, DS18B20 Temperature Sensor, Connecting Raspberry Pi via SSH.
ﬂCEE?ﬂrng Temperature from DS1SB20 sensors. Remote access 1o RaspberrvPi, Smart POI-3
| ;ﬂll Lulljm:cfr:d Cities, An loT Strategy for Smarter Cities, Smart City 10T Architecture, PO3-1
| amart City Security Architecture, Smart City Ulse-Case Examples. PO6-|
PO7-2
LO: Atthe end of this session the student will be able to PO3-1
POI12-1
I Develop programs using Arduine UNG
2 Explain Phyvsical Deviees and Fndpoints ::gg-l.j
3. Exaplain remote aceess 10 RuspherrvP i
4. Develop steps required lor Configuring Raspberry I
3. Show use case examples [or temperature sensors and smart city.

i Text Books:

I David Hanes, Gonzalo Salgueiro, Patnick Grossetete, Robert Barton, Jerome Henry,"loT Fundamentals:
Networking Technologies, Protocols, and Use Cases for the Intemet of Things™, 1+ Editon, Pearson
Education (Cisco Press Indian Reprint), (ISBN: 978- 0386873743)

2. Srinivasa K G. “Internet of Things” CENGAGE Leaning India, 2017,

Reference Books:

1. Vijay Madisetti and ArshdeepBahga, “Internet of Things (A Hands-on-Approach)”, | *Edition, VPT,
2014. (ISBN; 978-8173719547)

2. Raj Kamal, “Internet of Things: Architecture and Design Principles™, 1n Edition, McGraw Hill
Education, 2017, (ISBN: 978-9352605224)

Useful Websites

1. https://www.goodfirms.co/internet-of-things

2. https://builtin.com/internet-things/iot-axamples

3. https://new.siemens.com,

4. https://nptel.ac.in/noc/courses/noc20/SEM2/noc20-csB6/
5. hitps://nptel ac.in/courses/106/105/106 105166/

Useful Journals

|, International Journal of Computers and Applications on 10T,
2. International Journal of Computer Techniques Internet of Things Technologies.

Teaching and Learning Methods

|, Lecture class: 40hrs
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Problems
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PSSO Understand fundamental
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S SCHOOL OF ENGINEE
DEPARTMENT OF COMPUTER SC
ASSIGNMENT 1

Batch

| 2018

“Year/Semester/Sceetion vy MA&R —

Course Code/Title

I8CS81

Mnteret Of Things

Name of the Course In charpe

_—

RING AND MANAGEMENT

Mrs. R § Geethanjali & Mrs, Gargi N

» BENGALURU - 560109

INT IENCE AND ENGINEFRING
SESSION: 2021-2022 (EVEN SEMESTER)

Assignment No: 1 R a T e e e Total matkeis ———
Date of Issue: 3/5/2022 el
Date of Submission: 13/52022 }
SL g — S |
No. Assignment Questions K | '
W T e e s S __Lew | 0 [Mirks)
efine IOT. Explain the evolutionary phases of 107 Understanding CO1 |
| 7
- = LS | -
2 |List and explain some of the differences between IT and OT | C
i+ ank. b ing
T networks and Under‘s{t;mllllgi ol ;
3. [Explain the oneM2M 10T standardized architecture with a neat diagram. | Understanding CO1 |
= K2 i B}
4. [Explain loT Data Management and Compute Stack with Fog Computing. | Understanding, o
- |
. R K2 cot| -
llustrate TI:.e IoT World Forum (1o TWF) standardized architecture with a Understanding
5. peat block diagram. (explain cv_::.r_y layer) K2 col 2
6. Define actuator. Explain how sensors and actuators Interact with the | Understanding CO2 i
‘ hysical world. K2 | !
7. IList and explain different types of sensors. Understanding CO2 | :
— —— == — —_ ~—— | Kz
8. [Explain IOT access wechnologies. ‘Understanding COZ |
| - K2 !
9. [Explain briefly the Wireless Sensor Networks (WSN), Understanding) CO2 |
S R - K2
10.  |Define sensor and smart objects, Explain their characteristics | Understanding| CO2 I
K2

ES) h\ﬁf‘/

)

Epnrtmenl
HOD
Depl.of Computer Science & Erginearing
*.8 Sthoolof Engineering & Yanageran
Barpalore-350 082



K § SCHOOL OF ENGINEERING AND MANAGEMENT, BENGALURU - 560100
DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

SESSION: 20212022 (EVEN SEMESTER)
ASSIGNMENT 2
Batch ) |i0]1§ —— -
YmrfSealﬁmrfScc[jpn |[\,.er_M&F'—— —_—
[ -
[ Course Code(Title 41 3CS1/Internet OF Things |

‘ Name of the Course In charge | Mrs. R S Geathanjali & Mrs, Gargi N
] _L__ )

I.assignmenth?o: 2 Total marks:15 i
. Date of Issue: 27/5/2022 Date of Submission: 2/6/2022
l sl i : [ K )
No. Assignment l;luesnmi' | ] Luve:.l_ | Co | Murlu.-!
I [Explain all the Protocol Stacks Utilizing |EEE 802.15.4, ‘Undersrandingi cozl
.- T IQ— 1 I
2 |Explain IEEE 802.15.4 PHY Format with neal diagram, iUndersl&nding coz | | |
K2
3, Explain IEEE 802.15.4 MAC Formar with neat diagram, | L'ndergmﬁﬂg| 02 L
M e RN W
4. |Explain High-Level ZigBes and Zighee IP Protocol Stack with nﬁa‘UndETsmnding cor |
| diagram, SEREE I, _‘_4|___
Explain the main topologies used for |OT connecting devices Understanding €02 |
|5 | K .
6. [Explain the working of IP as the 10T Network layer, Understanding €03 S
7. Discuss need for optimization. Understanding| CO3 2
K2 -
? 8. Describe application protocsls of 10T, | Understanding' 03 | |
- K _.{ =
9, I‘Cumpare between COAP and MOTT, Understanding| C0O3 5
N — ke ] 4
10, Explain in detail the 6LOWPAN, Understanding CO3
| ! K2 | i~
e Wz
Course Incharge d of the Department
HOD

Oept. of ComputzrSsience

& Enginegring
K.5. Sehool of nain

SEling Mznagar;.
Sangainre.a5 132



SSCHOOL DF ENGINEERING AND MANAGEMENT, BENGALUR! S60109
DEPARTMENT OF COMPUTER SCHE NG} AND ENGINEF RING
SESSION: 20212022 (FVEN s} MESTER
ASSIGAMENT

Hatch LY
Year Semester Sed o VWV AAR
Conrse CaoleTile TRCSRY Tivternet € M This ;

Name of the € owese In charge Mo N Geeth niali & My

i L} 5,
u

Crarg N

Vasignmien! No: 3

Fotal marks 20
Drate of Issue: 1502022

Date of Submission MSn012

h1R
. ' Assignment Ounestions k {
N, Lowdd 0 Marks
b Discuss B data analyiies ool g technologies, Understanding €04
h2
L Explain e elements of Hado Pathe o nent g Understanding 04
h"l
Lo Diseuss the olkwang Understanding € (04
a1 Sapervised femmg k2
b Unsupervised learnimng
€l Mewral networks
F Explain in detail the core functions of edge analytics with a neat diagram nderstunding  CO4 2
. k1
Explain the ditlerem steps and Phases ol OCTAV] allegro imthadelogy | nderstanding (04 2
g hl
b Explain the different pms/pans of Ardune | o Hoanl Lnderstunding (05
h: )
T Explain the followme with respheet te Ardwne progrmminng Understunding « 0s
. al Stueture k2

by Funenons
c1 Varahles
di Flow control statements
¢ Dt twpe
H Constants

8 II'.:.p!ain Raspheres P learming boand Understanding COS

| t hl =
4 i“l‘\'l‘lﬂl‘l A progrm o measure the humidine and temperature using Arduio  Applving COs .
e beard hJ -

L Drefime Ardummo. Explain the advitazes of Arduimne Understanding O3 .
hl i

( 'ud)ﬂﬁha e

llmﬁ of the Degirtment
™%
v be dgnen 4 Engingenng

K5 5o BEn
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SCHOOL OF ENGINEERING AND MANAGEMENT, BE

NGALURU - 560109

DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

HSSEM) SESSION: 2021-2022 (EVEN SEMESTER)
[ SESSIONAL TEST QUESTION PAPER
SET-A
g e
; . emester = VIILA
E:EHT;, Computer Selence and Engineering Course Code :  18CS81/17CS881/15CS81
Course Title Internet of Things Date : 14/05/2022
Duration 90 Minutes Max Marks : 30
Note: Answer ONE full question from each part. ——
B Q i | Co
| No. Question IMnrks Level mapping
) PART-A ) t |
| Explain oneM2M loT standardized architecture with a | Understanding
@) | poar diagram. | 2 K2 e
Explain the impact of "loT" in real world with an g Understanding C;_
) | example of connected factories. K2 -
T Define actator. Explain how sensors and actuators | "ﬁdcrstanding coz
(©) | Interact with the physical world. s K2 e ]
OR
Defime Internet of Things (loT). Explain in detail the i -
w) penesis of [oT. A | | Under:gnﬂlnﬂ CO]__
Ilustrate The loT world forum (IcTWF) standardized Understanding co1
(b) architecture with a neat block diagram. ) K2 Sl )
© Explain the different types of sensors. 5 Understanding | ~jp
K2 2|
PART-B
| Tilustrate the extended simplified loT architecture with . Understanding cot
3a) the help of a diagram. { K2
(b) | Explain loT data management and compute stack. 5 U“d“:g"d'lng Col
| Define sensor and smart objects. Explain their Understanding —
© |chamct=ris?i_¢_:s, 5_ K2 coz
OR
4(a) | Explain the core loT functional stack, 5 U"d"'r::;"dmg Col
' Explain few of the most significant challenges undl . Understanding cot 1
(b) problems that 10T is currently facing. K2 _ |
[ Explain briefly about Wireless Sensor Networks Understanding
© | (wsN). ] k2 | Cor
PR N | SRt vwds
Ificharge L/ HoD CSE 1QAC- Coordinator Principal
_ HOO Dr. K. RAMA NARASIMHA
Bept. of Camputer Science & Engineatin Prinofal/Director
gHanLing K S School of Enginesring and Managen

K.S. Schoolof Engingering & Management
Bangalore-560 062

Banmaliyrg . 00 ¢}



Siexare -560109
R MEN:I' OF CDMPUTER SCIENCE AND ENGINEERING
m SESSION: ZI}Zd.-ZﬂI'.T.-[EVEN SEMESTER}
| SESSIONAL TEST SCHEME & SOLUTION
SET-A
ﬂggre(r } BE
e :  CuGper Semester i VI A&B
e | r[;ﬂ . TEh Tnce & Engineerlng Date 14-05-2022
" L n 3
Coutsa S m i E;:;ur;: c;.(cslu I8CS81 /13 ¢ 581/ )505g)
Max Mar| k11
Note: Answer ONE full question from eacly part
Q- | a - el S haua
No.

Scheme & Solution

1(2)

—_— — W

Applications Layer Services Layer MNetwork Layer |

* Smart Energy oneM2M includes 3 common Applicalions talk to [ IM-
= Assat Tracking Services honzontal framework the APls 1o communicane Diagra
* Fieet Managemant supporting Restiul APIs | la sansors m

Applications layer: The oneM2M architecture gives major attention to comnectivity
between devices and their applications. This domain includes the application-layer M- |
protocols and attempts to standardize northbound API definitions for interaction with | Explan
business intelligence (BI) systems. Applications tend to be industry-specific and have | ation
their own sets of data models, and thus they are shown as vertical entities,

@ Services layer: This layer is shown as a horizontal framework across the verfical
industry applications. At this layer, horizontal modules include the physieal network that
the 10T applications run on, the underlying management protocols, and the hardware,
Examples include backhaul communications via cellular, MPLS networks, VPNs, and so
on. Riding on top is the common services layer,

& Network layer: This is the communication domain for the ToT devices and endpoints.
It includes the devices themselves and the communications network that links them.
Embodiments of this communications infrastructure include wireless mesh technologtes,

such as |EEE 802.15.4, and wireless point-to-multipoint systems, such as IEEE
S01.1 lah,




—

| Traditional factories have been operating at,,ﬂ disadvantage, Iﬂ‘jpufu{t:"f:?-.
production environments that are “dismnnm:ted. or, at the very Ie.:asl_ 5,[r1‘_.l[:t.| t
gated” Lo corporate business systems, supply chalnst, and*:::us_tumurﬁ -i;.d parinerg :::::I
(b) ll;lanagers of these traditional factories are gssennatly ﬂ}'rl:lg b :*n and Jacy :
visibility into their operations. These operations are.cnmptlhi:d of plant floors, S\
front officers, and suppliers operating in independent 5.1105. [

Ex: Smelting factories, industries and mining companies, -
Actuators are natural complements to sensors, Sensors are designed to sense and measure

practically any measurable variable in the physical world. They convert (heir

Hicastirements (typically analog) into electric signals or digital representations that can be

consumed by an intelligent agent (a device or a human),

Type Examples ’ |
Mechanical attuators Lever, screw fack, hand crank | )

: | Definiti
Electrical acruators Thyristor, biopolar trinsistor, diode on-1M

(c) Elec SRasanbicn - =
‘ ectromechanical sctuarors AL motor, DC motor, step mator

— — Table-
Electromagneric actuators

Electromagner, linear solenoid LY | ’

Hydraulic ind pneumaric actuators Hydraulic cylinder. pneumaric cylinder, |

piston, pressure control valves, sir motors ’

Smart material actuators Shape memory alloy (SMA), jon exchange |
(includes thermal and magnetic actuators Huid, magnetorestricrive material, bimeeallic

S, plezoelectric bimorph

Micro- and NANOACTUItors Flectrosearic motar, microvalve, comb drive | |

‘

The Internet of Things (IoT) is the network of physical objects or "things" embedded
with electronics, software, sensors, and network connectivity, which enables 1o collect
and exchange data.

Uenesis of [aT

The age of 10T is offen said to have started between the years 2008 and 2009, During this |
time period, the number of devices connecied 1o the Internet eclipsed the world’s
population, With more “things™ connected 1o the Internet than people in the world, a new
2(a) 3ge was tupon us, and the Internet of Things was born.

Definii |
an-1M

Phases-
Kevin Ashton is the person who created the term “Internet of Things™. Kevin bag | 4M
subsequently explained that 1T now involves the addition of senses to computers, In the
Twenticth century, Computers depended on humans to input data and knowledge through
typing, bar codes, and 50 On.
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{junnectivny
(Digitize access)

Networked Economy
(Digitize business)

Immersive Experiences
(Digitize interactions)

This phase connected peaple tg ¢

P iniil, web service
search so that informarion is Kes, il

asily uecessed.

Thig hage ekl == G

= ;15 phase enabled e-commerce and supply chain
ancements g ith ¢ :

W dmn_tls..llung with collaborative engagement o drive
ased efficiency in business processes,

THE phise cxrended T s e e

I:J ||j s phase extended the Internet experience tm encomprss
wiaespread video and sovial media while always oeing
Ll‘.lll‘llll:{'llifl_{ through mobility. Mere and more applications are
moved into the cloud,

| Interner of Things
(Digitize the world)

This phase Is adding connecrivity to objects and machines in
the world uround us to cnable new services and expericnces.
It is connecting the unconnected,

Table 1-1 Evolutionary Phases of the Internet

(b)

,_
m
-
B
)

Collaboration & Processes
(Inwohving Pacole & Dutinass Processes)

Application
{Reportng, Anstytics, Contro)

Data Abstraction
{Aggregation & Access)

Data Accumulation
[Gioragn)

Edge Computing
{Dats Eloman Analysis & Transformation)

Connectivity
(Cornmunicaiion & Processing Urits)

Physical Dovices & Controllers
(Tha Things" in ko)

OO0 C 00 Q|

Edge
Senaorm, Davices, Machings,
intaigant Ecign Nodes of all fypos

loT Refarenco Modsl Layer

Functions

Layer 4: Dam avcwmulation
layer

Caprures data and storcs i so it is usable by apphoitions
when necessary, Converrs event-hased damm o query-hased

procoasing.

‘Layer 5: Data apstraction layer

feconciles multiple dara formints and ensures consisient
cermanrics from various sources, Confirms chat the du

set is complere ind consolidates data into one plive or

multiple dara stores using virtuslization.

Luyer 6: Applications luyer

Interprets data using golrware ppplicatons, Applicanons
nuty monitor, control, and provide reports [3asced om fhe

analysis of the dau.

Loyer 7: Collaboration and
processes loyer

Consumes and shures the spplication infonmation.
Collaboriring on and communicaring oD informstion afren
requires mulriple steps. aund it is what makes loT uscful

This layer can change business processes and delivers the

bencfits of loT.
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Categories under which the sensors and actuators ate clustered,

There are a number of ways to group and cluster sensors into differem calegories,

including the following:

*  Active or passive: Sensors can be categorized based on whether theyproduce an
energy output and typically require an external power supply(active) or whether |
they simply receive energy and typically require noexternal power supply
(passive),

*  Invasive or non-invasiye: Sensors can be categorized based on whether a sensor / |

is part of the environmen; it I measuring (invasive) or external to it {non- | I
invasive), |
|
" C“Flﬂ}ﬂ OF no-contact: Sensury can be categorized based on whether they | |
require physical contact with what they are measuring (contact) or nc—t|
(nocontacy), | |
Absolute or relative; Sensors can be categonized based on whether they measure |
on an absolute scale (absolute) or based on & difference with @ fixed or variable | |

|
reference valye (relative),

*  Area of application: Sensors can he categorized based on the specific indusrry' Defimiti |
or vertical where they are being used. ‘ o

* How sensors measure: Sensors can be categorized based on the physir,ul| Types-
4M

mechanism used o measare sensory input (for example, thermoelectric,
electrochemical, piezoresistive, optic, electric, fluid mechanic, photoelastic), '

What sensors measure: Sensors can be categorized based on their applications or what |
physical variables they measure.

Actuators also vary greatly in function, size, design, and soon. Some common ways that
they can be classified include the tollowing;
* Type of motion: Actuators can be classified based on the type of motion they
produce (for example, linear, folary, one/two/threc-axes).
* Power: Actuators can be classified based on their Power output (forexample,
high power, low power, micro power)

* Binary or continuous: Actuators can be classified based on the number of
stable-state outputs.
* Area of application: Actuators can be classified based on the

specificindustry or vertical where (hey are used,

* Type of energy: Actuators can be classified based on their energy type |
like mechanical electrical, hydraulic powers.
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Intention is to simplify the IoT architecture into its most basic building blocks and then 1o
use it as a foundation to understand key design and deployment principles that are
applied to industry-specific use cases. All the layers of more complex models are still
covered, but they are grouped here in functional blocks that are easy to understand

| 10T Data Management and Compute Stack |
The data generated by 10T sensors is one of the single biggest challenges in building an
1oT system. In the case of modern IT networks, the data sourced by a computer or server
is typically generated by the client/server communications model, and it serves the needs
of the application. The best-known embodiment of edge services in IoT is fog computing.
Any device with computing, storage, and network connectivity can be a fog node.
Examples include industrial controllers, switches, routers, embedded servers, and luT‘

gateways. Analyzing ToT data close to where it is colleeted minimizes latency, offloads | Diagra ||
gigabytes of network traffic from the core network, and keeps sensitive data inside the | ™= M |
(b) | local network. |

Explan
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Hundreds
Data Centen/Cloud

Thousands
Backhaul |

Tens at Thousands | ;
Multi-Bervios Edge

Millions

Embadded Sysiama
and Sansors

' kew Power,

Low Barawidin

Sman Chjeols

Characteristics,
Prucess:mg Unit: A smart object has some type of processing unit for acquiring data,
processing and analyzing sensing information received by the sensor(s), coordinating
‘.:c-ntro.l signals to any actuators, and controlling a variety of functions on the smart object,
including the communication and POWEr systems.

& Sensor(s) and /or Actuator(s): A smart object is capable of interacting with the

physical world through sensors and actuat 5 1 s
. ; ors. A smart object does not need 10| teristic
(c) | Contain both sensors and actuators. In fact, a smart object can contain one or multiple 5~
sensors and/or actuators, depending upon the application.
& Communication Device: The communication unit is responsible for connecting a | M J
smart object with other smart objects and the outside world (via the network).
Communication devices for smart objects can be either wired or wireless. |
@ Power' Source: Smart objects have components that need to be powered.
Interestingly, the most significant power consumption usually comes from the
communication unit of a smart object. ‘
| |
OR
Things Layer and Applications Layer of The Core loT Functional Stack. |
Most IoT networks start from the object, or “thing,” that needs to be connected.
There are myriad ways to classify smart objects.
1. Battery-powered or power-connected: This classification is based
on whether the object carries its own energy supply or receives continuous power
from an external power source. El_plan
9. Mobile or static: This classification is based on whether the | @tion-
4) “thing”should move or always stay at the same location. A sensor muy be mobile sM

because it is moved from one object to another. |
3. Low or high reporting [requency: This classification 15 based on |
how often the object should report monitored parameters, A rust sensor may
report values once a months
4. Simple or rich data: This classification is based on the quantity of
data exchanged at cach report cycle. A hunudity seasor in a field may report u




| Applications and Analytics Layer

simple daily index value, while an engine sensor may report hundreds of |

arameters, fro

Ea il mdlempcramre to ptteswre, gas velocity, compression speed,
dex, and many others. Richer data typically drives higher '

consumplion, o

+ Report range: This classification i I
. - cation is based on the distance
ey St stance at which

ﬂb_letl density per cell: This classification is based on the number ofsmart objects over
@ given arc::‘_l, connected to the same gateway. An oil pipeline may utilize a single sensor !
at key locations every few miles.

Once connected to a network, your smart objects exchange mformation with other
systems. As soon as your [oT network spans more than a few sensors, the power of the
Internet of Things appears in the applications that make use of the information exchanged

wilh the smart objects.
Analvtics Versus Control Applications

+  Analyties application: This type of application collects data frommultiple smart
objects, processes the collected data, and displays information resulting from the
data that was processed. The display can be about any aspect of the 1T network.
from historical reports, statistics, or trends o individual system states.

+ Control application: This type of application controls the behavior of the smart
object or the behavior of &n object related to the smarl object

| (b)

Chalenge  Description
Scile While the scale of IT netwoks can be lirge, the scale of OT ¢an be several
orders of magnitude larger, For example, one harge electrical uttlicy in Asia
tecently began deploying [Pvé-based smart meters on ts electrical grid
While this utiicy company has tens of thousands of employees {which
can be considered IP nodes in the setwork), the number of merers in the
service arca is tens of millions. This reans the scale of the network the
utiliey s imanaging has increased by more than 1,000-fold! Chapter 5,
“IPas the JoT Network Layer,” explores how new design approaches are .
being develaped to scake [Pvb nerworks into the millions of devices. '

With more “things” becomiag conrecred with other “things” and peopl,
security is an inereasingly complexssue for laT. Your threat surface 5w
greatly expanded, and if @ dovice gets Racked, its comnectiviry i & major
concern, A campromised device can serve 54 lwunching pomt to atrack .
other devices and systems. 10T securiy is ulso pervasive across just about

every facet of 10T, For more information on foT security, see Chaprer &

“Securing bT"

Security

Challe
nges -




Wireless Sensor Networks (W SNs)

As sensors become more prolific m our everyday hve s.ln.mlch of the data
they gather will be specific to individuals and their scuivities. This d@
can range from health information to shopping patterns and transactions
at a retail establishment. For businesses. this data has monetary _waiuui.
Organizations are now discussing who owns this data and how individuals
can control whether it is shared and with whom.

Bigduaand  ToTand its large number of sensors is going tu trigger a deluge of duta that

dataanalytics  must be handled, This data will provide critical information and msights
if it can be progessed in an efficient manner. The challenge, however, Is
evaluating massive amounts of data arriving from different sources in
vilrious forms and doing so ina timely manner. See Chaprer 7 for more

; wformation on ToT und the challenges it faces from u big data perspective,

Interoperubility — As with any other nascent technology, various protocols and architectures
are ockeying for market share and stundardization within JoT. Same of
these protocols und irchicectures are based on proprietary elements, and
others are oper. Recent 10T standards are helping minimize this problem.
but thure are often various protocols and implementations available tor
10T networks, The prominent protocols and architectures—cspecilly
open. standards-bused implemenrations—are the subject of this book.

For more information an loT architectures, see Chapter 2, “loT Network

Architecture and Design.® Chapter 4, “Connecting Smart Objects”

Chapter 5., *IP as the 10T Network Layen™ and Chapeer 6, “Application
__MEE& amere in-depth look ar the protocols that make up loT.

Privacy

. up of wirelessly connected smart obice |

. objects, which

mr;:;::geltil:ze: r:.; i::nr:cdf to as nI:Ia.fea;r These data aggregation techniques ajrc helpful in
of overal| t i i

gl o e rallic (and energy) in WSNs with very large numbers

Average Temparature = LI Pirag o
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L

: ﬁmﬁlm smart - objects generally  have one of the following two |

& communication pattems.

'I & Event-driven: Transmission of sensory information is tnggered only when 2 smart

object detects a particular event or predetermined threshold | .
& Periodic: Transmission of sensory information oceurs only at penodic intervals

Communication Protocols for Wireless Sensor Networks:

& Any communication protocol must be able 10 scale 1o a large number of nodes

@ Likewise, when sclecting a communication protocol, vou must carctully tike mto

account the requirements of the specific application.

Also consider any trade-offs the communication protocol offers between powet '
consumption, maximum transmission speed, range, tolerance for packet loss. lpology |
optimization, security, and so on, |
& Sensors often produce large amounts of sensing and measurement data
be processed

@ This data can be processed locally by the nodes of @ WSN or actoss zero of maore
hierarchical levels in loT networks.

@ loT is one of thuse rare technologies that impacts all vertical
means standardization of communication protocols 1 @ complcid f6% qulr In%-
protocol definition across multiple layers of the stack, as well as a aredl deal o
coordination across multiple standards development organizations

that needs to
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PART-A
Evolutionany phases of the Internet of Things
The age of 10T is often sard 1o have started between the years 2008 and 2009 Duning this
ume penod, the number of devices connected 1o the Intemet cchpsed the world's

population. With more “things™ connected to the Internet than peuple i the world, a new
age was upon us, and the Intemnet of Things was bom
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(nos Diagru
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Y and | VSRR : Explan
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impact A |

Intelligent Connections
Figure 1.1 Evolutionary Phases of the Internei

Opemtions! Technology 10T) with Information Technology (ITYin terms of lo]

loT focuses on connecting “things”, such as objects and machines, 1w 4 computer

network, such as the Intermet. 10T is o well-understood term used ucross the mdustry as gy Differe
whole noes

LTH
The whole photography industry has been digimized Preny much everyone b AL

n ¥l
(b) digial cameras these” days, either stundalone devices or hui

It into therr mohile phones

" und
Almost no one buys fihm amd tmbkes it o retailer to get it developed. The digitization of IT.
photography hay completely changed our ex perience when it comes to CUPTUIE (niag el

Examplc. Viden rental industry Mransportanon induste, M
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(c)

There are a number of ways to group and cluster sensors into different calegories,
mcluding the following;

Active or passive: Sensors can be categorized based on whether theyproduce an
energy output and typically require an external power supply{active) or whether

they simply receive energy and typically require noexternal power supply
(passive),

Invasive or non-invasive: Sensors can be categorized based on whether a sensor
15 part of the environment it is measuring (invasive) or external to it (non-
invasive),

Contact or mo-contact: Sensors can be categorized based on whether they
require physical contact with what they are

. measuring  (contact) or ot
{(nocontact).

Absolute or relative: Sensors can be categorized based on whether they measure
on an absolute scale {absolute) or based on a dj

flerence with o fixed or variuble
reference value (relative),

Area of application: Sensors can be categorized based on the specificindustry o
" Il
vertical where they are being used.

Types
of

sensors

-5M
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There 15 a direct relanonshi
s ationship between the . o :
type of connectivity lupulug: this lechng:::; r[\? Illmmu};k E-Lhntfr]]i}g} g o e
) : ) 2y allows. Each technology was designed wi
i ' P8y : I3, esigned with
* 1m:lm m:lmbt.r of use cases in mind (what to connect, where 1o connect, how much data
b ns?u : at what interval and over what distance). These use cases determined the
: ;qu:..::-h!}, 1Luu,u.l that was expected 1o be most suitable, the frame structure matching the
pecied data pattern (packet size and communication intervals), and the possible
topologies that these use cases illustrate.
One key parameter d‘-:t::nﬂining the choice of access technology is the range between the
smart object and the information collector

AGPP LTE,
AEPP GSM, WCOMA,
aod EC-GPRS, FGPP NRAT
WMM & hm k'”
' |
|
!
Cellular (Licensad)
WA AN LPWA (Licensed)
LPWA (Un-Licensad)

: \ \ T e
/ e ™

Ranges not Strictly Defined

WLAN

Blustown ISA 100116 (LeWRAN)  BOD.1 el niacia VieSUN [BLOWFAN BHGF (1A
AN Z-Weve WiieasHART i 11an ZigBan MAN (BLoWPAN]  LoRawan
AMTe Thipad [ELOWPAN) My Cishiars BOZ. 11 (VIX| Many Othen Tislersa
Weginy Cthess BO2 11l (Wiile Space) Ingenu
Pogilve Trasn Sontol
Many Cenars

WPAN: Wireless Personal Area Network WINAN: Wiralass Neighborhood Araa Network
WHAN: Wireless Home Arca Network WWWAN: Wireless Wide Araa Network

WEAN: Wiralgss Field (or Factory) Amea Metwork LPWA: Low Pawer Wide Area

WLAN: Wireless Logal Area Netwark

PAN (personal area network): Scale of a few meters. This 1s the personul space around
a person. A common wireless technology for this scale is Bluetooth.

HAN (home area network): Scale of a few tens of meters. At this scale, common
wireless technologies for 10T include ZigBee and Bluetooth Low Energy (BLE).

NAN (neighborhood area network): Scale of a few hundreds of meters. The term NAN
is often used to refer to a group of house units from which data is collected.

FAN (field area network): Scale of several tens of meters to several hundred meters.
FAN typically refers 1o an outdoor area larger than a single group of house units, The
FAN is often ceen as “open space” (and therefore not secured and not controlled).

LAN (loeal area network): Seale of up to 100 m. This term is very common in
networking, and it is therefore also commonly used in the ToT space when standard
networking technologics (such as Ethernet of IEEE 802.11) arc used.

|
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| 1) Connected roadways i) Smart connected buildings,

1. Conmnected Roadwavs

1oT is going to allow self-driving vehicles to better interact with the

“onnee
transportation system around them through bidirectional data exchqngﬁs while ('i':e d
also providing mportant data to the riders. Connected roadways 1s the term o
associated with both the driver and driverless cars fully integrating with the y-
| surrounding transportation infrastructure. Most connected roadways solutions
focus on resolving today’s transportation challenges such as 2.5M
(b) 1. Safety 2. Mobility 3. Environment S
2. Smarl connected buildings, The function of 2 building is to provide a work cntr:;m
environment that keeps the workers comfortable, efficient, and safe. Work areas buildin
need to be well lit and kept at a comfortable temperature. To keep workers safe, gs-
the fire alarm and suppression system needs to be carefully managed, as do the
door and physical security alarm systems. While intelligent systems for modern | 2.5M
buildings are being deployed and improved for each of these functions. Sensors ]
are often used to control the heating, ventilation, and air—conditinning (HVAC)
system, |
| [ToT Access Technologies it e
|
IEEE 802.15.4: |
® [EEE 802.15.4 is a wireless access technology for low-cost and low-data-rate devices |
that are powered or run on batteries, |
& This access technology enables easy installation using a compact protocol stack while |
remaining both simple and flexible. Explan
(¢c) | & IEEE 802.15.4 is commonly found in the following types of deployments: ation -
o Home and building automation i |
0 Automotive networks
' o Industrial wireless sensor networks
| o Interactive l'nys and remote controls |
& Criticisms of [EEE R02.15.4 often focus on its MAC reliability, unbounded latency,
and susceptibility to interference and multipath fading, |
& [nterference and multipath fading occur with [EEE 802.15.4 because 1t lacks a
ncy-hopping technigue.
frequency-hopping 4 e ST | N
—_— ]
Intention is to simplify the [oT architecture into its most basic building blocks and then 10 | Diagra
use it as a foundation to understand key design and deployment principles that are | M- IM
3(a) | applied to industry-specific use cases. AII1 the layers of more complex models are still B%ili
covered, but they are grouped here in fanctional blocks that are easy 10 understand. ation.
M
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(b)

Connecting Smart Objects,

loT devices and sensors must be connected to the network for their data to be utilized. In
addition to the wide range of sensors, actuators, and smart objects that make up [oT, there
are also a number of different protocols used to connect them. This chapter takes a look

at the characteristics and communications criteria that are important for the technologies

that smart objects employ for their connectivity, along with a deeper dive into some of
the major technologies being deployed today.

The various technologies used for connecting sensors can differ greatly depending on the

criteria used to analyze them The following subsections look closely at communication
critena short range medium range and long runge also explain frequency bands,
topology, constrained nodes and networks,
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10 sense 3 actically
| Sensors are designed o sense and measure practivi

’ h
any measurable vanable in the

| phyvsical world
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clectnic signal or digital command) that tiggers a physical effect, usually some Ty

{ mohon, force. and 50 on

Type
| Mechanical actuators

.Enmpiu
Lever, screw jack, hund crank

| Flectnical actuators

Thy nistor, biopolar transistor, duode
Flectromechanical actuators AL motor, DO motor. step mator

L NeTic actuators

Flectromagnet, linear solenoid

- Hydraul and pneumatic actuators

Hydrauhic evlinder, preumanc oy linder,
prston, pressure contiol valves, air monogs

“ Smart matenial actuatons

1 {includes thermal and Magnenc actuators
|

Shape memory allov (SMA), won exchange
fhud, magnetorestietive matesul. bimenilln
stop. piezoelecton bunorph

Micro- and nansactuators

comb deive

Flectrostatic motor, mu rovalve

OR

Drivers behind loT Architectures

4ia)

Challenge Description 16T Architectural Change Required
Scale The massive scule of lol cind- The IPvd adidrpag S s e el
POIS {(sensors) is fur bevond exhaustion und i ynahke o, meet TnT"
that of rypical 1T networks scalubiliry requfemear. Soale o an by T |
aily by SR IBPYA . 1T e twaarks S e
L une IPvs thioagl beaturcs [ike Nerwiark
Address Translarjon INATH
Securty 10T devices. especually those SECURIEY 1 reguined ar TVETY e vl ea
U wireless sensur nerwarks the 10T tetwirh. Fygrs bl candymipipg
| (WS Nl ure uften hvhically sk vy e etk g e P i
cxpursed ro the workd the overall securiny Ml gy s viing
SUPPrt des e -teee) SRt g g
bok encry pron 1t PIUSE Glson b ey 1
deploy with semne VIO Lrer boaie hy
deployment model,
Devices and Prue 1o the mussive seule am New Listimle wireless beshivolingie & are
nerworks longer distances, the neTwiorkos meeded o supgiart o b L L VLA TES B PR T R,
consrained are often consoraumed. gy, over long distances. The BEPWOFK s il
by power, and capuble of supporting wnly cenistrnmed, e g i B LLTE e T
CIL mem- minimwl duri ruees (rens of bpes 1o be made 1, trmditional network fuyer
ory. am link o himadreds of Khpsp Tramspirt moc b, !
speed
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“_[’m- IMASSIVE The sensors ﬂl‘l-'i{'l‘.Hl.' a4 massve Drati analy tics capabibiries need o b
volunie of amount of dara on a daily basis,  distributed throughout the ToT nerwork,
data gener- causing network bottlenecks trom the edge to the cloud. In rraditon)
ated andd slow analyoics in the cloud. 1T nevworks, analytics and applications
typically run onlby in the ¢loud
Support An loT network often com- Digital rransformation 15 i kng process
for legacy prises a collection of modern, that may take many years, and o T ner
devices IP'-capable cndpoints as well works need to support protocol trapshi-
as legacy, noo-P devices that tion and/or twnneling mechanisms tw
rely on sertal or proprienry support legecy protocols over standinds-
protocols. bused pratocols, such as Ethernet and 11,

The need for  Whereas traditional T
data 1o be

Analytics softwire needs o be pos-
networks perform scheduled tioned closer w che edpe and should

ilnﬂl'}"lL‘l-l i batch processing ob daty, loT supporh el time strening ainaly s,

reil rime

dhat needs to be analyred and  Traditional IT analynics sottware (such s

responded ro in real-time. rebitional databases or even Hadoop), are
berter suited ro batch-lovel analytics that
ocour after the fact

(b)

Challenge

Description

cale

While the scale of IT networks can be large. the scale of OT can be several
orders of magnitude larger. Bor example. one large elecreical uriline m Asia
recently began deploying IPve-bused smart meters an irs elecrrical i
Wohile this ueilicy company bas wens of thousinds of employers (which

<an be considered 1P sudes in the network), the number of meters in the
service area s tens of millions This mzans 1he scale of the nerwark the
uriliey is managing has increased by more dian 1,000-fold) Chuprer 5,

T as dhe 0T Network Layen™ explores how new design approaches e
being developed to scale 1Pvb networks into the millions 6f devices.

Securiry

With more *“things™ becoming connected with vther “rthings” and peaple,
security is an increasingly complex issue for ToT. Your threar surface s now
preatly expanded, and if o device gees icked., its CONNectiviey is a majior
tancer. A compromised dévice can serve us a luunching Point to artack
ather devices and syeems, loT SECUTItY i also pervasivie aoross just abooar
srery fucet of [T For more informatian on 1o security, see Choprer |,
“Securing o

Privacy

As sensors become more prolific ln our everyiay lives, much of the diga
they garher will be specific to individuals and thei; acuvitles. Thes dacg
cun rmnge from health information o shopping patter ns and TRANRAC LIS
uk i rerail establishiment. For husinesses, this data has monctary value

Organmzations are now discu ssing who owins this data and by individuals
<an control whether it is shared and wirh whom,

Big datu and
duti unalytics

1oT and its lurpe number of SUTSOPS IS going ro trigger a deluge Of dura thie
smust be handled. This data will provide critical informarion and insighrs
il it can be processed inan

effichent manner, The challenpe, however, is
evaluating massive amounts of data arriving

from different sources m
various forms and doing so in rimehy manner. Soe Chaprer 7 fivr mon
informuarion on 16T and (e challenpges it fuc

ﬂ;r_crﬂncmlﬁ[rty

vs from u big data Prers e
=l —_ =
As wich any other nascem technalogy,

are jockeying for market chare and stundardization within I
these prowcolsand architectures spe b
athers are open, Recenr IoT standargds

wlive,

various protocols and archirecrunes
» T Some of
ased an proprietary elements, and

_ are helping minimize this problem,
but there ure often various protocalsa
IoT nerwarks, The prominent Priveo

cols and
open, standards-based implomenrutions—

For more mformation on 1ot architecrure
Architectuns g Dresign,
Chapter 5. “IP us the 1aT Ne
Protocals for 101" tike a nu

" Chapuer o,

nel implementations availuble for
.n-ch!nruturn.--c.—-n:spccull:r

e thi subject Of this ok

&, sce Chapter 2. “la | Netwiork

“Connecong St Ubjeers,”

twork Lawer,” and ¢ hipeer 6, <A pphcatien

we wi-deprh look ar the protocoly that make up le'l
—— N R :
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Aovriig g Toinparsilures = 13,746

Wireless sensor networks are made up of wirelessly connected smart objects, which are ' bi
sometimes referred (o as motes. The following are some of the most significant | D'"f;: ‘j
limitations of the smart objects in WSNs: "

() | & Limited processing power Explan
& Limited memory ation -
® Lossy communication -
@ Limited transmission speeds
@ Limited power

These limitations greatly influence how WSNs are designed, deployed, and utilized
Figure below shows an example of such a data aggregation function in @ WSN where
temperature readings from a logical grouping of temperature sensors are aggregated as an

average temperature reading.
These data aggregation techniques are helpful in reducing the amount of overall traffic

(and energy) in WSNs with very lurge numbers of deployed smart objects. Wirelessly
connected smart objects generally have one of the following two communication
patterns: | .)
& Event-driven: Transmission of sensory information is triggered only when a smurt

object detects a particular event or predeternined threshold.
& Periodic: Transmission of sensory information occurs enly &t periadic intervals.

. |
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Ly SESSION: 2021-2022 (EVEN SEMESTER)
IT SESSIONAL TEST QUESTION PAPER
SET-A
(vs8 T TT T T [T 17111
Degree B.E Semester VI ALB
Branch Computer Science and Engineering Course Code IBCSE1/1ITCSBISCSEI
Course Title Internet of Things Date : 0706/2022
Duration 90 Minutes Max Marks .
Note: Answer ONE full question from each part. o
Q K- G
No. Question Marks Level mapping
PA.RT"A |
: |
I(a) | Explain IEEE 802.15.4 PHY Format with neat diagram. | 5 ”"“"&‘;“‘"“E | coz |
' (b) | Differentiate between COAP and MQTT. 5 U“der;l; nding T Co3
| Outline the concept of lunnelihg lepacy SCADA over IP Understanding i ‘
© | networks, = | K2 Sl
| OoR
2a) Explain the Protocol Stacks utilizing IEEE 802,154, | 5 Under&t;nding | co2 |
' Explain the header stacks ol 6LoOWPAN. ine |
(b) 5 Undfr;t;ndmg co3
! - - - '
' Explain CoAP communication in loT infrastructure with an i e |
‘ (€)  example of reliable transmission. 5 Lndergndmg CO3
PART-B R
3(a) | Explain LoRaWAN layers and its physical layer 5 U“d”lit;"di"g coz
~ {b) | Explain MQTT message format 5 U“derli[;"di"g CO3
" (¢) | Explain SCADA protocol translation using DNP3 protocol, | § U“"“‘;‘l"“d'“g co3
_ OR o _
Mlustrate ZigBee 1P protocol stack with a neuii ' Understanding
g
4w diagram. B B = K2 Coz
Explain with neat dingram the concept of MOQTT QoS | Understanding I
&
(b) Mows, _ - i - kK2 Gos
- Understanding
(¢) | Explain the RPL routing metrics in RPL header. 5 K2 co3
I — -
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K.S. SCHOOL OF ENGINEERING AND MANAGEMENT, BENGALURU-560109
DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING
SESSION: 2021-2022 (EVEN SEMESTER)
1 SESSIONAL TEST SCHEME & SOLUTION

SET-A
Degree : BE Semester VI ALB
Branch :  Computer Science & Engineering Date : 07-06-2022
Course Title : Internet of Things Course Code : 18CS81/1TCSR1/15CSH1
Duration : 90 Minutes Max Marks @ 30

Note: Answer ONE full question from each part

2 Scheme & Solution ‘ Marks ‘
No. )
PART-A —
|
 Byles 127 Byles '
- |
' |_ Breamble Start of Frame Frama |
| Dalimiter Length '
Synchronization Header PHY Headar
- >
5 Byles 1 Byle |
The 802.15.4 standard supports an extensive number of PHY options that range from 2.4
| GHz to sub-GHz frequencies in ISM bands. The original IEEE 802.15.4-2003 standard .
specified only three PHY opfions based on direct sequence spread spectrum (DSSS)| 2M-
modulation. Diagra
m
1(a)
The original physical layer transmission options were as follows: M-
© 2.4 GHz, |6 channels, with a data rate of 250 kbps Explan
0915 MHz, 10 channels, with a data rate of 40 kbps slink

0 868 MHz, 1 channel, with a data rate of 20 kbps

The PHY Header portion of the PHY frame is shown in Figure is simply a frame length
value.

@ It lets the receiver know how much toal data to expect in the PHY service data unit |
(PSDU) portion of the 802.4.15 PHY . The PSDU is the data field or payload. '
& The IEEE 802154 MAC layer manages access to the PHY channel by defining how

devices in the same area will share the frequencies allocated.

& At this layer, the scheduling and routing of data frames are also coordinated.
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ers, The routers Lermunite

| [

> In Seenario’ A in Fiatir .

’ / Scenario A in Figure, both the SCADA server and the RTUS have @
direct serial connection 1o their respective rout

the serial connections at both
SCADA server side A piece ol

rver that maps the serial COM
d 10 as an [P/serial

Scenario B has o small change on the
{ software is installed on the SCADA s¢

"v

ports to 1P ports. This software i commonly referre
inates the seril |

redirector. The [P/serial redirector in essence lermi

and converts 1110 a TCP/IP port using

connection of the SCADA server
a raw sacket connection.
SCADA server suppurts pative ruw sockel ‘

and B; where a Touler of I
5 sertal ports 10 IP

¥ In Seenario C in Figure, the
capability. Unlike in Scenarios A Piserial
has to map the SCADA server

redirector software
has full [P support for raw

ports, in Scenario € th

¢ SCADA senver

socket connections.

Description
[kl . " ]
/ | ZigBee Promoted through the Zighee Alliance. Zig
' componcnrs ferwork chrough applicatian) s well as application profiles
bisilding automarion. home auromdrion. and
functions, such as device ‘

Bee detines upper-fayer

‘ | Protocol

5 WL

healtheare. Zighee also defines device object
and securiry. For more infornicion

ghee

/ ’l Common profiles inchide

J / role. device discovery. network jain.
Protoc

on Zighoy, see the Zighee Alliance webpage, ar www.zighee.org, L

is also discussed in more detail larer in the next Secuion.
e — — e i | |
6LOWPAN is an [Pvb adaprarion hiyer defined by the IETF 6LoWTPAN St:ck~
how 1o transport 16 packets over IREE SM

working group thar describes
802,154 layers, RFCs document headker compression and [Pvé enhance-

r 2(a) /6LanN
fIEEE 802154, (For more

’ ments to cope with the specific details o
information on 6LoWPAN. see Chaprer 5)
An evolution of the Zighee protocol stack, Zighee 1P adopts the
BLOWPAN aapration laver, IPv6 network Lver. and RPL rouring
protocol, In addirion. it effers improvements to [P seeurnry. Zighee 1P 1s

|
discussed in more detail larer in this chaprer.

|
| Zighee P




—_—
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A T00 12 s developed by the Interational Society of Automiation

BAIGLL . ; dal Avtomarion: Process Control
- wWrirule s for Industrial ¢
(154} a5 " Wireless h'v?m”: “11 pased on TEEE 8021 5.4-20006, and
! 4 K 15 A =4 P
. ]h: l:m'd :‘N,l"’m“:lll hed in 2010 and then as [EC 62734, The
s ased on TETE 6LoW PAN, [Pvas, and
nerwork and trunsport kiyers are based on [F
UDP standards.
N Aarl g i nn
WirclessHART WirelessHART, promoted by the HART {.rmu?‘tunu.uum Jlilmﬂq lT'IEImIJ
154 protocol stack thar offers a ume-synchronized, H-:_lll'lizl-.dlllilﬂi-.-l -]
self-healing mesh archirecture, leveraging [FFE R02.15.4-20016 '.T.t_[ the
2.4 GHz frequency bandl, A goed white paper on WielessHART can
be faund ae hreepefwww.emerson.comiresource/blohy!
svstem-cngrmecringguideling s-ec A259 |- wirclesshars-Uuata-79900, pd 1

Thread Constructed on top of IETF 61LoWPANAPYA, Thread is a4 prorocal stack
for 4 secure and reliable mesh nerwork o connect and control products
n the home. Specificarions are defined and peblishied by e Thread
Group ar wwwthreadgroup.org,

—_——— e —— e
GLoWPAN Without Header Compression

«— 127 Byl 1EEE 802154 Frame > ‘

| B 408 B8 536 ._
=50 PE w0 e s
Ewmﬁeiuar

BLoWPAN With IPug and UDP Header Compression
187 byte 1EEE 802154 Frame —_—

48 1088
e - ) LU
Ao w0 OB
b) | BLOWPAN Headsr
with Compressea
IPvE Headar
| Header Compression

* IPv6 header compression for 6LoWPAN was defined imitially in
’ RFC 4944 and subsequently updated by RFC 6282

Header compression for 6LoWPAN s only defined for an IPv6 header and not [Py
The 6LOWPAN protacol does not support IPvA, and, in fact. there is no standardize
IPv4 adaptation layer for IEEF 802 |54 61 oWPAN header compression is stateless, and

conceptually it is nol o complicated, Al g high level G6LOWPAN works by laking

| advantage of shared information known by all nodes from their participation in the local |
| nerwork, [n addition, it omils some standard header felds by assun ing commonly used |

'Blnm
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b

lu g !
] h {'E Vi hdeLl i d 1.‘5 i““!’u- Lr[}l thﬂl‘!l e v -iIJ : h I

ﬁLUWPA\] heade
ris on o
: " R Elnhlg by!c 111 llll‘t LCISC, -”!0 hl.:l"lsﬂl |1El“.|1|' Fij_vg”'c shiows o

frame wiy
ere header
vompression has been enabled for a besi-case seend
o = C ROCTIArY,

. L
"AN frame withow any header comprossion |

——
~ ATTRCoAP -

Proxy

;.‘

‘r

Like HTTP. CuoAP is based on the REST wchiteciure. bt with

1 —thing| acting as both the ¢lient and the server. Through the exchange
of asynchronous messages. o chient requests an aetion via o method code

0N 4 SEIVer resouree.
A unifaorm resource identifier (URD localized on the server identifics
this resource. The server responds with o response code that may include

4 resouree representation.
The CoAP request’'response semantics 1nclude the methods GET, POST

PUT, and DELETE,
CoAP defines four tyvpes of messages: confirmable, non-conlirmable

acknowledgement. and reset.
If a request or response is tageed as confirmable. the recipient must

explicitly cither acknewledge or reject the messaze, using the same
message 1D, as shown in Figure 69 11 a recipient can’t process a non-
confirmable message, a resel message 1s sent

Figure shows a utility operations center on the lefl, acting as the CoAP

client, with the CoAP server being a temperature sensor on the night of

the figrure.
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- " Tamperalue I.
'- > Jensor
| CON (0nd7) ( ]
| | [ GET/Tamperaiure |
|I | |
.I |' AT |
" fakio € :
R BT I |
' | 205 ‘<Tempsratues... |
| " Clen CokP Messags D= 0ct7
{
= The cammumeation between the chient and server nses o CoAP messigs '

I of 0x47, The Coap Mussige 10 ensures reliability and is used 1o

detect dup]il.'.ulu llil."-ﬁﬁgr:}-
et get the temperiture from

The clicnt in Figure semils w GET Messae
the sensor. Notice thar the 047 message 1D s present for this GET (

message and thir the messige 18 also marked wath CON,
in a CoAP imessage means the

A CON. or conlirmphle, nihing

[ >
fl _’ message  will - be  retransmitied  uniil the  recipiem  serds  an
|f |'I achnowledgemeni (or ACK I wath 1he syme message ([
et T
_ it
T -
i L Applications
f |
.' [ IPver
/ | CoAP I MATT | o owpan | Raw 3
f | LoRa Alliance [T T i i =
/ I" LOHEIWAN MAC‘ Diagra
| II,'I I{ o e e NP W | m-3M |
#f 3a) Ill Semtech | LoRa PHY Modulation | Explan |
f ‘ ; . ation-
- =i e 4 ] s { -
| | 2 |
,e! LoRa Alliance BﬁﬁM LT SMHz r Other Reglanar Bands | |
/ L _f_ 2 S |
I|II
F |I
| @ LoRaWAN 1.0.2 regional specifications describe the use of the main unlicensed sub-
f GHz frequency bands 0f 433 MHz, 779787 MHz, 863870 MHz, and 902-928 MHz, as |
." well as regional profiles for a subset of the 902-928 MHz bandwid(h. \




PO |

@ For example, Australia utilizes 915 928 Ml =
v P utilizes 915 928 MH —
g 2 frequency bands, ' S :
uses 920-923 MHz and Japan uses 920923 Miz quency bands, while South Korea
- oRa eateway ! =0
5 £ 'Lmli:t 's deployed us the center hub of a star netwurk architecture
S5 mulliple :
s dm[: ;d ITnsutH. ers and channels and can demodulate multiple channels at
= [0R tlate multiple signals on the same channe! simuliancously
4 RAeWays serve as ’
'-'I'iL'lpuml;-L Ways serve as a transparent bridge relaying data between endpoints, and the
sC L \.Iﬂ!l.j(" hUF wireliess connectna Iy commumeate with one oF many
galewavs
= [h Al
e data rate in LoRAOWAN varies dependimg on the frequency bands and adaptive
data rate (ADR). |
& ADR 15 an algorithm that manages the data mte and radio senal for eac

b endpuint

1 Byte gy
i -
— Message Tvpe pUP NS Relan

Fuuged Feaoe s
Hemaining Length |

Dingra
5 The next fiekd in the MOTT header is DUP (Duplication Flag). Ths | ™M
flag, when set, allows the chent 1o notate thal the pracket has been sent Fxplan
previously, but an acknowledgement was nut received. ’;i;;"
% The QoS header field allows for the selection of three different QuS levels.
% The next field is the Retan flag Only found in a PUBLISH message .
the Retan Mg notifies the server 1o hold onte the message data, This
allows new subscnbers 10 instantly receive the last known vitlue without
having to wait for the next update fram the publisher
& The last mandatory field in the MQTT message header 15 Remmnmg

Length. This feld speeifies the number of hytes i the MOQTT packet

fallowiny this tiel
consist of four phises: session establishment, authentication, daia

| MOTT sessions between cach client and server

exchange, and session rermination



| 4(a) | & At the network layer, all ZigBee IP nodes suppor IPv6, ICMPv6, and 6LoWPAN

|'
|

| Masters
|

|

/ Mastar 1

Aclive DNPRIR

OR

. e T e —————
& ZigBee [P requires the support of 6Lo
compression schemes.

n ONPIIP DNPS Serial
Configuration  Iterface Confiquration

With protocol translation, the legacy seria| protocol is translated to a
corresponding IP version,

For example, Figure shows two senally connected DNP3 RTUs and two
master applications supporting DNP3 over IP that control and pull data
from the RTUs.

By running protocol translation, the 17T gateway connected to the RTUs
in Figure is implementing a computing function close (o the edge of the
network.

Adding computing functions close 1o the edge helps scale distributed
intelligence in ToT networks,

This can be accomplished by offering computing resources on T
Bateways or routers, as shown in this protocol translation example,
Aitemative!}r. this can also be performed directly on a node connecting

multiple sensors, In either case, this 1s referred 1o a5 fog computing,

——

e B ‘

WPAN's fragmentation and header |
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{ Neighbor Discovery (ND), and utilize RPL for the routing of packets across the mesh thonic

netwaork,
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Publishers

4 and unacknowledged data service referred 10

Lo o Server,

QoS 0: This is a best-cffo
ol delivery. The publisher sends its message one time

45 —al most one
{he receiver, and no

(s it once 1o the subscribers. Nu response 1s sent by |

which transmi
sender. The message arrives at the receiver eith

retry is performed by the

@ gnoe or

not at all.

QoS 1: This QoS level ensures that

server and then between the server and subscribers oceurs il
s included in the variable header. It the

the messape delivery between the publisher and
least onge: In PUBLISH

" and PUBACK packets, a packet idenlifier
| message is not acknowledged by @ PUBACK packel, 1t 1§ sent again. This level

guarantees —at least ancel delivery
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s st e |
o8 2 s os the baghest Qos Tevel, used when neither Toss nor duplication Ul nes e
woacceptable. There s an micrcased overhead s vited witl the QoS level becinne each
pavket contans an ophonal vanahle fewder with o pan ket wlentibier ¢ anfiring the

H'll.'l]'l'l ol IPUR I"i” meshape eylires a [RTRT! II'.'['I o h;1||-,|,|,-1|_;;m|||;||,| 'F|[l|\l_"‘1'|

Fapected Transmsmon Coumt (LTXY Asvigns o discrete valie 10 the number of

Transmsrons w node expects 16 mpke 1o deliver o packet

Hop Count Tracks the nimber of jiodes teaversed o o path Typically, o path

with i bowier hop count i chinen over a path with higther o codnt

Latency Varien dependmg on powet Lonservation Paths with a loswer litency e

prederred

Link Qualny 1evel: Measures the selability of s hink by kit o s oant

packel error rutes coused by fctors such as sienal antenuation and interference

Lk Color: Allows manual influenee of routng by admmistratively sething values E:I'.'h“

o minke a hink more or less desirable. These values can be enther statically or 35::1 '
(€)  dynamically adjusted for speaitic traffic types

Node State and Annbute: demifies nodes that function as traffic aggregators ani

nudes that are bemny impacted by high workleads High workloads could be

mdicative of nodes that have mcurred high CPU or low memory states

Node Energy Avonds nodes with low power, so o buttery-powered node that 15

Fanmng wut of energy can be svoided and the Tife of that node and the network cin

be prolonged

Throughput: Provides the amount of throughput for o node link Ofien, nodes

conserving puwer use lower throughput. This metric allows the prontization of

paths with hgher throughput

Y
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1(a) : Explain the protocol stacks utilizing IEF] 802 15 4 5 . “d”;;'i““”“ﬂ cO?
i o 1
N by | Musteate the framework for MOTT publish/subsenbe g L |1der;;t:1ndinﬂ [WX]
Explain the CoAP message tormat with an examply of | Understanding "
| reliable transmission and g K2 co
e o o OR
a) Explain [EEE 802,15 4 MAC Furmat with peat dingram 3 L:::dur;t:mdim: co?
Lﬁplnin with a neal d|?_1_.-r'.m'| DNP3 protocol  over | . [ Understandine .
() 6L oWPAN networks with MAP-T, 4 k2 o
Elaburate the vancepl of loT data broker application - Understanding
(€) | transport methods. 5 K2 cod
PART-B
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' OR
[ Explaln e general MAC frame format for IEEE 19012 g | \nisrstanding 0
4(a) xplam the general MAC frame formal tor IEEE 2 5 K2 co
(b) | Outline the key advaniages of Internet Protogol 5 I‘"d”;:: g o3
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¢ i 5 : ]
) | 6TiSCH. | K2
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Note: Answer ONE full question from each part

Q.
No.

Scheme & Solution ‘

PART-A B

I{a)

Protocal

Description |

Zigheo

Promoted through the ZigBee Alliange, Zigher delines upper-layer |
components [nerwaork thraugh application) as well as application ufilew
Common profiles include butlding antomation, lome Jutomatm ., anl
henltheare. Figfee also detines device abpect himctions., sipch s dev ice
role. device discovery, nerwork join. and securiry. For more information
on Zighee, see the Zighee Alliance webpage, at www.zighee.org. ZigBee
talso discussed in more derail larer in the mexn Secrion

|
| HLoWPAN

6LOWPAN |8 an 1Pvi adapracion layer defined by the TETF 6LoWPAN
WUI‘kilTH o that deseribos haw to Ininsporr [ 4I.I|.‘kl'll| over [ELE
80215 4 bavers. RECs document header compression amd IPvh enhance
ments to cope with the speetfic dezwils of TEEE BOZIS.4, [For muor

information o ALOWPAN. sec Chapeer 5. I

Zighee 1P

An evalution of the Zighee protocal stack, ZigBee 11 adoprs the
HLOWPAN aduptation layer, IPv6 nerwork layer, and RPL rouring
pratocol. In addition. it offers improvements ro [P securicy. Zighee [ s
ciscussed in mare deil larer inehis chaprer,

Protoc
ol
Stack-

[SALO0] 1a

WirelessHART

1SAL00,1 1 is developed by the Inernanonal Socicty of Auomaion 5
(SA) 5 “Wirgless Systoms (of Iinddustral Automation: Process Conrol

and Relared Applications™ I is based on 1EEE RO 5.4k 20006, and (
speeificarions were published in 20110 and then as [FC 62754 [

neework and rransport loyers are bascd on [ETE sLoWEAN, 1Pv6. and |
UBP standareds.

Wirehss HARD, pramored by the HAT Comumication Foundarion
s protocel ik that offers ity nclronieeds sell=organ ng, and
seli-henling mesh architecture, kveraging IEEE 802.15.4-2006 over the
24 GHz frequency band, A good white paper an W irelessEIAILT can
e Ferumed at heeps swwowemvrson.comdesuo oo hluh!

sy sbem- Lﬂj.,lﬂil.l ine-guidelines dec-p239 bwiedesslur--da7 o, pcl

=

Thread

l. Llrl't[tl-h.tLd an e of TETE BLOWPANTP YA, Thread is 4 preeteieal stack
fora secure dnd religble mesh merwork to connect and control products
i the home. Specificationsare defined and published by the Thieud

Girenp B WY, threadgronp.eg.




(1]

L[]

AL R

MGTT et
(Stbscriber)

aaf MOTT Chont
[ [Te R g

BOTT Chent
fSulscnier]

Puaer Tpmp S Subscribe o TempHH
-——_._+ *_' ______ -

# The applicason on the right side of | fgure s an MUTT chent that s a
sibscnibet 1o the Temp RH data bemg gencrted by the publisher o

swnser on the left Thus mnsdel. where subsenibers express a desire W

revene imformation from publishers, is well kpown
A greal evample s the collaburation and wocial retwarking application

Twitter. Wil MQTT, chients can sulbscribe to all data (using o wildcard

charactesh o specitic data from the micrmation bee wl a publisher In

addimon, the presenoe uf 4 message Boker in MOTT decouples the ity

ranvmiisaron between o hionts Acting an publishers snd wibsenbers

~ In 151 pPublishiens dnd subseribery do not Cwen ki dor eel o know )

abvu!l cach other A benefil of has g this decoupling o that the MOT

message broker enstires that information can be butlered and cached in

case of petwork falures

From a formaming perspecuve, a CoAP Mleviage i composed ol a shont fixed-lengeh

Header field (2 bytes), a vanable-length bt mandatory [ uken feld (U-5 bytes),

Options fields 1f pecessary, and the Payload field Figure detals the CoAP messape

armal, which delivers low overtiesd while decreasing parsing complexaty

The client i Figure sends 3 GFT Message o get the temperature from the senvor

Notice thal the In47 mevsage 1D 18 present tur this GE') Message andd that the

mesage o abe marked with LON A CON, o confinmable. marking o4 CoAR

Mesage means the message will be retransmtted winl the recipent seids an
acknowledgement ior ALK 1 with the s message [1)

It Figurz. the semperature semsor does reply with an ALK mcsage teleretiving the

[Yiagra
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Temparatire
> Sensor
| CON [0xd7i
GET/ Temperature (IJ
. Uiy |
fion | € _ =
“g:’,;er ACK (0447) oy
il 205 "CTEITW.I'HIIJI'E}...

Client CoAP Message ID = 0xd7

correct message ID of 0x47. In addition, this ACK message pigeybacls a success ful
‘ response to the GET request itsell This is indicated by the 2,03 response code

| followed by the requested data,
4 Byfes L

| "

- !VHT["M'JI ot gl

‘ ] }ﬁwmw

- Fie

| Eigth

|

| :
OR

|
"The MAC Header field is composed of the Frame Conirol, Sequence Number and the

|I ‘ Addressing fields.
& The Frame Control field defines attributes such as frame type, addressing modes, and |
{'mhcrcuntml flags. | Diagra i
m-2M

| Seguence Number field indicates the sequence identifier for the frame.
The Addressing field specifies the Source and Destination PAN Identifier fields as well
| Explan |

2a
@) ’ as the Source and Destination Address fields.
| ation- |

& The MAC Payload field varies by individual frame type. s
& The MAC Footer field is nothing more than a frame check sequence (FCS), ¢

& An FCS is a calculation based on the data in the frame that is used by the receiving

side to confirm the integrity of the data in the frame.

|




MAC Frame

4 - 20 Byles

MAC Header

PHY Frame

MAC Payload | Fonler

In the TPv4 endpoint on the left side is tonnected 10 a Customer

(CPE) device. The MAP-T CPE device has un
| On the right side, 2 SCADA server with native
| gateway, The MAP-T CPE device and MAP-

the MAP-T conversion from IPvd to [Pv.

In this sitwation, the end devices, the endpoi

[Pv4, bt the network in the middle suppors o

——
Preamhie Sm;;ﬁ::m‘ﬁmungml FHY Service Dala Uil (FSEU), . }
} B Bytes O-127 Bytes
|
Ut b " _ Sara
W~ -
| & -gais |
Bamz e o G~ R -
y { Simer iy
fq.-...."’."'.‘.!f:‘:ﬁ......y
: el
— —
| INFLF M P B TR
b5 TR - MAFT Tt P

Premise Equipment

IPv& connection to the RPL mesh.

[Pv4 support connects (o a MAP.T border
T border pateway are thus responsible for

nts, und the SCADA server support only
niy IPv6. The solution to this problem is 1o |

us¢ the protocol known as MAP-T MAP-T makes the appropriate mappings between
IPv4 and the TPv6 protocols, This allows legacy
networks.

1P iraffic to be forwarded across 1Py |

Diagra
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H3T Data Broker

i Tt P v |
s!".. iz Fognal |
— IR
t_ T i
Bimel & | cammn ¥ | v [almlﬂ | M ¥ |
Cwe SEREN Daczdcy Dol Pet
i — e 1
-
L W
i ¥ issdatd I
Tamg = # By Coding

il

| Fwmace L
| T A g T = (i Giden |
nirr (K] (] |-i|.- l}u i

Diagra
¥ In Figure, Sensors X, Y, and Z are all temperature censors, but their | m-2M |
{c) output is encoded differently, Explan
» The loT data broker understands the different formats in which the nti::I- |
; 7 3
temperture is encoded and is therefore able to decode this data into @
|
| common, standardized formal.
» Applications A, B. and C in Figure can access this temperature data
| & ¥ - 3
I without having to deal with decoding multiple temperaiure data formals,
% You should note that loT datn brokers are also utilized from a
commercial perspective lo distribule and sell 1T data to third parties.
» Companies can provide access [d their data broker from another
. company's application for a lee This makes an loT data broker a
possible revenue stream, depending on the value of the data it contains.
PART-B
E — 20 Bytes N
I 20 182 . o (- 146 Vanable 2B
| - - > Addressing Fighds < > >4 >
| o ™= S
| | Frama |Saquence [ poay Desbmlhn' pay | Source '
Swun Frame Paylo
II / Confrol /Numbar darilibar Addrass i Idenifher Addross | Wﬁﬂ? rame Payload |
—— — T Dingra
MAC Payload - m-2M
| P Footer : |

MAC Headar

() Auxiliary Secunity Headar

' @-Secur-ly Enablad

bit in Framga
Control 15 sel fa 1

field iz added |o MAC frame.
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- : ES) with a 128-
The IEEE 802.15.4 specification uses Advanced Encryption StaBa he)

bit key length as the base encryption algorithm for securing 1ts .dala. il Rmenl
- In;additiun to encrypting the data, AES 1n 802.15.4 also validates t. ¢ ;11 a el
& This is accomplished by a message integrity code (MIC). which s calculaie
| entire frame using the same AES key that is used for encryption .
| The figure below shows the TEEE 802.154 frame format at a high level, |
| Security Enabled bit set and the Auxiliary Security Header field present.

Constrained Nodes

> Power consumption is a key characleristic of constrained nodes, Many
loT devices are battery powered, with lifetime battery requirements
varying from a few months to 10+ years,

> Power consumption is much less of a concern on nodes that do not

require batieries as an ENETEY SOUrce.

> We should also be aware that power consumption requirements on
battery-powered nodes impact communication intervals.

Constrained Networks

» Evolution constraints of networking have seen the emergence of high-

speed infrastructures. High-speed connections are not usable by some

i : ] . ; ) Explan
loT devices in the last mile. The reasons include the implementation ol atil:m-
(b) technologies with low bandwidth, limited distance and bandwidth due to
regulated transmit power, and lack of or limited network services, M

» Constrained networks have unigue characteristics and requirements, In

contrast with typical IP networks, where highly stable and fast links are
available, constrained networks are

» limited by low-power, low-bandwidth links (wircless and wired). They
operate between a few kbps and a few hundred kbps and may wtilize a

star, mesh, or combined netwark opologies, ensu ring proper operations.
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it Ciskiee reliabality, fections con el s e
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|
OR
055 |
3 2 1 G2 028 02 098 1074 Vanabie Variabia 9
|
De. | . Souce | Aurlary | Frame
i o identier !Iiﬁﬂ!iﬁ&f Header | Sequence

4(a)

MAC Header (MHR)

MAC Protocol Data Unit
(MPDU) Payload

The MAC frame format of [EEE 1901.2a i1s based on the IEEL 802.15.4 MAC frame

but integrates the latest IEEE 802.15 4¢-2012 amendment, which enables key features

to be supported.

*  One of the key components brought from 802.154¢e to IEEE 1901 2a s

information elements.
* Figure provides a overview of the general MAC frame format for IEEE 1901.2.
* This field handles the segmentation or fragmentation of upper-layer packets with
sizes larger than what can be carried in the MAC protocol data unit (MPDU),
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(b)

7 Operatonzl tectmoiopes s -
jeatures by vendors who m=; 2332 5
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stack that gets enhzrced gver ime

d) Scalsbie

N

A5 the common protocol of the Trssres. [P hzs been massnen

deployed and tested for robus scalzbiliy

8) Mensgesbls and hioh

g AT
. -l

# Communications infrestructure TEQUITSS Ipprocmizie manasemen:

and secuniy capabilities for proper eperations

D Subleand recihiem

# IP has been around for 30 vears, and it is cleas thet IP is 3 workadle

solation,
» IP has a large and wall-established snowledge basa and mo-e

importantly, it has been used for vears in entical infrastrucnirss.

such as financial and defenss nerworks

g} C onzumers resrket adosnion
Unaumer =TRSl SGoPon

» When developing loT solutions and products targening the
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Static scheduling: .
| | ing: All nodes in the constrained network share a fixed |

schedule
slotted ell EEHS are shared, and nodes contend for slot access in g
dloha manrer, Slotted aloha is a basic protocol for sending

data using (i ;
- g lime slot huundanes when gommuniﬁa[ing over a shared
medium,

Neighbor-to-neighbor scheduling: A schedule is established that
correlates with the observed number of transmissions between
nodes. Cells in this schedule

Remote monitoring and scheduling management: Time slots and
other resource allocation are handled by & management entity thal

can be multiple hops away.

| " Hop-by-hop scheduling: A node reserves a path toa destination |
() node multiple hops away by requesting. In addition to schedule Explan |
management functions, the 6TISCH architecture also defines three ’g‘;:l' s

' different forwarding models.
| o Track Forwarding (TF): This is the simplest and fastest fo
model. A —trackl in this model is & unidirectional path between 2
source and a destination. 6LoWPAN fragmentation to build a Layer
2 forwarding table. Fragmentation within the 6LoWPAN protacol is ,
r. in the section information can further

rwarding

‘ covered earlier in this chapte
contribute to the need for fragmentation
IPv6 Forwarding (6F): This mode! forwards trafTic based on its IPv6

| | routing table. Flows of packets should be prioritized by traditional
QoS (quality of service) and RED (random early detection)
| operations. QoS is a classification scheme for flows based on their |

, priority, and RED is a common congestion avoidance mechanism,
- |
N D
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Duration : 90 Minutes Muax Marks : 30

_ Note: Answer ONE full question from eachpart.
0 ! K Cco
No | (Question Murks Lcl:ci mapping
o PART-A B |
18) Elxpinln the edge analytics core functions with a neat 5 Understanding CO4
_[Oigm, F— ; S —
b [ustrate the different steps and phases of OCTAVE allegro Understanding
(h) 5 COo4
methodology. K2
(c) | Explain the different pins/parts of Arduine Uno Board. 5 Uudr:r;:lza G Cos
OR : oy
| Gi ini al in Q) f
2a) Give main idea about the common challenges in OT 5 Lndtr:émdlng COo4
security, _ el
| Iustrate the FAIR formal risk analysis Structures, = .
) ustrate the ormal 1 ysi 5 Under[sgndlng cod |
©) | Explain the fundamentals of Arduino programming. 5 Under:gzanﬂing cos |
S PART-B -
3(a) Explain Massively Parallel Processing Databases with a 5 Understanding cod
neat diagram. K2 |
(b) | Explain Lambda Architecture with a neat diagram. 5 Undﬂi?;"m"g CO4
T{c] ‘Develop A prograin to print “Hello World”™ using Arduino 5 Applying COs
Programming, K3
N OR
4(a) | Explain Flexible NetFlow with a neat diagrem. 5 ”“d"l’f{t;“‘“"g cod |
(b) | Explain Distributed Hadoop Cluster with a neat diagram. 5 ”“‘*“’l‘(‘l“"""g co4
Develop a program (o display message in LCD with 12C . Applying —
(c) . ; : | - K3 5
using Arduing Programming,. .
y |
o b oh,_ vf wr
A _ 'yl
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Note: Answer ONE full question from each part

3 Scheme & Solution Marks
No
i I _ PART-A_ . _
IRaw input data: This is the raw data coming from the sensors into the amalytics
D processing unit.
Analytics processing umit (APU): The APU filters and combines data streams (or
separates the streams, as necessary), organizes them by time windows, and performs
various analytical functions. 1t is at this point that the results may be acted on by micro |
services running in the AP
Output streams: The data that is output is organized into insightfil streams and is used to
influence the behavior of smart objects, and passed on for storage and further processing | 2M-
in the cloud. Communication with the cloud often happens through a standard | Diagra
| publisher/subscriber messaging protocel, such as MOQTT. m
I(a)
3IM-
| Multipla Haw Edgs Analytics Exl?h“
Input Frocessing ation
Streams
M Y g Resulting Hadoop
| AN s Ouiput Data
e ! I = - e,
wovoto (@) (@) L—ssse )
5 ‘ OMI00L el " il Sicreaaiaiit |
Deepar Analytics
n Cloud
OCTAVE (perationally Critical Threat, Asset and Vulnerability Evaluation) has
undergone multiple iterations. The version this section focuses on 15 OCTAVE Allegro, IM-
which is intended to be a lightweight and less burdensome process to implement. Dingra
m
(by | FAIR (Factor Analysis of Information Risk) is a technical standard for risk definition
from The Open Group. While information security is the focus, much as it is for IM-
OCTAVE, FAIR has clear applications within operational technology. Explan




Slep 1 Exlabist

Fisk
Moasuremert |

Crena |

Establish Drivers

fy e Ardulno

(c)

LED: There 15 a built-in LED dnven by digital pin 13. When the pin 1s high value, the
LED is on, when the pin is low. it is off

| VIN: The input voltage to the Arduino’Genuino board when it is using an external power
source (as opposed to 5 volts from the USB connection or other regulated power source)

Diagra
m- 3M

Explan
ation-
M




2(a)

&= |
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access at through this pin
SV: This pm Outputs a rey
supphied with power exhy

or the VIN pin of the board (7-207) Suppl

the regulator, and can dam
IV A 1Tl
| mA

Ihrt.;ugh this pin.

mge the boar

GND Growund pins.
TOREF. This pin

outpuls o work with the SV or 1 1V

Reset. Typrcally used o add a reset button

OR

] Erosion of Network Archinecture
- Insecure Operational Protocols
Pervasive Legacy Systems

4 Device Insecunty

of, 1f qtl‘I‘-Ft'r:n,H woltage wii the power jack,

ulited SV from the tcgulator on the board The board can be |
1 from the DC puwer jack (7 - 20V), the USH connector (5V)
ying voltage via the $V or 1 IV pins hypasscs

on HH,' l\lL!!.JII‘Iﬂﬁl'T‘IUI””‘ bavart] pﬂﬁH]{': the -'--].".'IKL' telerence with
which the microcontroller operates. A propesly configured shield can read the IOREF r'rm
voltage and sclect the Appropriate power source, of enable voltage translaiors on tic

g 5
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; : SER . roup. While
PAIR is a technical standard for risk definition from The Open Group
nformation security is the focus. much as it is for OCTAVE, FAIR has clear

applications within operational technology. Like OCTAVE, it also allows for non-

. malicious actors as g potential cause for harm, but it goes to greater lengths to

| “mphasize the point. For many operational groups, it is a welcome acknowledgement

- of existing contingency planning. Unlike with OCTAVE, there is a significant
L'mpha.\'i:-'. on naming, with risk tﬂxonum}' definition as a very Sp-ﬂl.:iﬁc larget,

FAIR places emphasis on both unambiguous definitions and the idea that risk and
associated attributes are Measurable. Measurable, quantifiable metrics are a key area
ot emphasis, which should lend 1tself well 1o an operational world with a richness of
vperational data. Al its base, FATR has a definition of

risk as the probable frequency
and probable magnitude of loss,

With this definition, a clear hierarchy of sub-
elements emerges, with one side of the taxonomy focused on frequency and the other
on magnitude.

Structure
| Void Setup()
Voiud Loop()
Functions Funda
| Datatypes 5-SM
Operators
vOnstants
| PART-B
| Master Host Standby Maiter
segment Host 1 Sagment Host N
gy | Dingra
| m-3M
30) g Explan
ation-
Node Kode Mode N 2M

Massively parallel processing (MPP) databases were built on the
concept of the relational data warehouses but are desi gned to be much

Faster, to be efficient, and to support reduced query times.




—

. ::: accomplish -ﬂ'lls. hm advantage of multiple nodes

C FHFLI.TNS:I designed in g scale-out architecture such that both data and
Processing are distributed across multiple systems,

*  MPPs are sometimes referred 1o g analytic databases because they are

designed 0 allow for fast query processing and often have built-in

analytic functions.

Stream Layer

:F_Spl_!i I 0 ___LI
[Si!‘&ﬂrnmglmmm_“*d

ReakTimg. |

Dingra
. _ m-2M
(b) L— 5| HDFS" " MapReduce
Lo Explan
Baich Layer ation-
) K|
Lambda is a data management system that consists of two layers for ingesting data
(Batch and Stream) and one layer for providing the combined data (Serving). These
layers allow for the packages discussed previously, like Spark and MapReduce, to
operate on the data independently, focusing on the key attributes for which they are
designed and optimized, Data is taken from a message broker, commenly Kafka, and
processed by each layer in parallel, and the resulting data is delivered to a data store
where additiona! processing or quenes can be run.
Void Serup
f 4
Serial Begin (2600); Vel
} &P
; rogri
(c) :a"'md loop() m EM
Serial printin(“Hello world”); veod
Delay( 1000); (oof
! -aM
OR
FNF Flow Monitor (NetFlow cache): The FNF Flow Monitor describes the NetFlow
4(a) | cache or information stored in the cache. The Flow Monitor contains the flow record

definitions with key fields and non-key fields within the cache.




(b)

FNF flow record: A flow record is a set of key and non-key NetFlow field 'l':.l.l‘.'l‘ﬂ'S
used to characterize flows in the NetFlow cache. Flow records may be predefined for
sase of use or customized and user defined. A typical predefined record aggregates
flow data and allows users 1o target common applications for NetFlow. User-defined
records allow selections of specific key or non-key fields in the flow record.

FNF Exporter: There are two primary methods for accessing NetFlow data; Using
the show commands at the command-line interface (CLI), and using an application
TEpOMting tool.

Flow export timers: Timers indicate how often flows should be exported to the
collection and reporting server.

NetFlow export format: This simply indicates the type of flow reporting format.
NetFlow server for collection and reporting; This is the destination of the flow

export. It is often done with an analytics tool that looks for anomalies in the traffic
patterns.

NameNodes: These are a critical piece in data adds, moves, deletes, and reads on

HDFS. They coordinate where the data is stored, and maintain a map of where each

All interaction with HDFS is
coordinated through the primary (active) NameNode, with a secondary (standby)

block of data is stored and where it is replicated,

NameNode notified of the changes in the event of a fajlure of the primary

DataNodes: These are the servers where the data is stored at the direction of the

NameNode. It is common to have many DataNodes in a Hadoop cluster 10 store the

data. Data blocks are distributed across several nodes and often are replicated three,

four, or more times across nodes for redundancy. Once data s written to one of the
DataNodes, the DataNode selects two (or more). Figure shows the relationship

between NameNodes and DataNodes and how data blocks are distributed across the
cluster,
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i include<wire b
#i.rlﬂlllljﬂ“:.{_iquiﬂ["r"},‘sm]_u[‘“h;.
Void Setup()
\
led.init();
led backlight(); '\:oleﬂ
led.print(“hi™); Sy f
! Progra
Void loop() :;;'
() ; .
led clear(), v
led.print(*hello world™). \oof
Delay(1000); - aM
led.clear();
led.print(*1aT lab™);
Delay(1000); .
led.clear();
}
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m DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING
SESSION: 2021-2022 (EVEN SEMESTER)
Il SESSIONAL TEST QUESTION PAPER

SET-B
_ [usM [ T T T T 7711 N
Depree : BE N Semester t VIIIA&B | u
Branch :  Computer Science and Engincering Course Code ¢ IBCS81/17CSB1/15CS81
Course Title :  Intermet of Things Date ¢ 29/0672022
Duration : 90 Minutes Max Marks 30
_ Note: Answer ONE full question from each part.
Q . o
No. Question Marks L:f!’el mapping
| PART-A __ i
1(a) | Explain distributed hadoop cluster with a neat diagram, 5 | U“d"":(t;“di"g CO4
:‘) () " ustrate the different types of data analysis. 5 | Undcrls(tzanding CO4
(¢) | Explain the Raspberry Pi Learning board. 5 Under's{t;nding COs
> ; OR |
xplain the edge analytics core functions with a neat Understandin
#8) diagram, 5 | K2 € ! Co4
Ilustrate data flow in apache kafka with a neat di A : ;
) P atka with a neat diagram s | Underls(t;ndmg CO4
|
© Give main idea about smart city security architecture. 5 Under;t;nding COS
PART-B
3(a) | Explain FNF Components with a neat diagram, 5 Unﬂer:{t;nding CO4
"Give main idea about big data amalytics tools and ;
(b) | technologies. 5 Urlder]s(tzandmg CcO4
= Develop a program to display message in LCD with 12C Applying
' (¢) | using Arduino Programming. 5 K3 COs
| OR
4(a) Explain .Sar:urity between levels and zones in the process X Understanding cod
control hierarchy model. K2 i
Explain the following: () Supervised leaming (b) : I
(b) | Unsupervised learning (¢) Neural networks 3 Under;f;ndmg CO4
© | Develop a program to control a LED using HC-06 Bluelooth 5 Applying | (;’5_ )
“? | Module and Arduino Programming. SR R K3
%
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KSSEM| SESSION: 2021-2022 (EVEN SEMESTER)
111 SESSIONAL TEST SCHEME & SOLUTION
SET-B
Degree : B.E Semester VIl A&B
Branch :  Computer Science & Engineering Date : 29-06-2022
Course Title = Internet of Things Course Code : 18CSB1/17CS81/15CS81
Duration : 90 Minutes Max Marks @ 30
Note: Answer ONE full question from each par_t SR
]-? ] ‘ Scheme & Solution Marks
0. | :
?
Distribution Switch =— f
|
Rack -
Switch
MNameNode— §is
| DataNodes
s - = - ZM_
Rack Rack Rack Diagra
+ 5 5 Name m
1{a) | Nodes: These are a critical piece in data adds, moves, deletes, and reads on HDFS. They
coordinate where the data is stored, and maintain a map of where each block of data is | g -
R stored and where it is replicated. All interaction with HDFS is coordinated through the :gq::“

primary (active) NameNode, with a secondary (standby)

NameNode notified of the changes in the event of a failure of the primary
DataNodes: These are the servers where the data is stored al the direction of the
NameNode, It is common to have many DataNodes in a Hadoop cluster to store the .
data, Data blocks are distribured across several nodes and often are replicated three,
four, or more times across nodes for redundancy. Once data is written to one of the
DataNodes, the DataNode selects two (or more). Figure shows the relationship
hetween NameNodes and DataNodes and how data blocks are distributed across the

cluster,




(b}

Deseriptive: Data analysis tells vou what is happening, either now or in the past.
Disgnostic: When vou are interested in the —why.l dingnostic data analysis can
provide the answer,

Predictive: Analysis aims 1o foretell problems or issues before they oceur,

Prescriptive: Prescriptive analysis goes a step bevond predictive and recommends
solutions for upcoming problems,

(c)

Processor
Power Source
SD Card
GFIO

CSI

Ethemnet port
Status LED
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Raw input data: This is the raw da i
* ata: la coming from t '
e g from the sensors into the analytics

Analytics Emcessing unit (APU): The APU Ffilters and combines data streams (or
separales the streams, as necessary), organizes them by time windows, and performs

various analytical functions. It is at this point that the resulis may be acted on by THice
services running in the APU,

Output streams: The data that is output is organized into insightful streams and 15 used to

i.nﬂucm:c the behavior of smart objects, and passed on for storage and further processing | 3M-
in ll:n: cloud. Communication with the cloud often happens through a standard | Diagra
publisher/subscriber messaging protocol, such as MQTT. "
2(a)
IM-
Explan
Multiple Faw Edgs Analylics ation
] Trvpaul Procoasing
Streams ra -
Aesulting Hadoop
Culput Data 1~ .
SABEG
Storage and
Deaper Analytics
in Cloud
Diagra
m- 2M
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| Apache Kafka is a distributed publisher-subscriber messaging system that is built to be
scalable and fast. Tt is composed of topics, or message brokers, where producers write
data and consumers read data from these topics. Figure shows the data flow from the
smart objects (producers), through a topic in Kafka, to the real-time processing engine.
Due to the distributed nature of Kafka, it can run in a clustered configuration that can

' handle many producers and consumers simultaneously and exchanges information

' between nodes, allowing topics to be distributed over multiple nodes. The goal of Kafka

I ; :
is to provide a simple way to connect to data sources and allow consumers to connect Lo

that data in the way they would like.
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Smart and connected city.

: ili ieitalizati chnology 1o |
A smart city is quite simply a city that utilizes digitalization _ar:d new le gy
simplify and improve the life for its residents, its Visitors and businesses.
nce the lives of citizens. |

{ as a nervous system,
they can make

A smart city uses digital technology to connect, protect, and eaha
10T sensors, video cameras, social media, and other inputs ac
providing the city operator and citizens with constant feedback so
informed decisions.

Explan
(¢) | A smart city collects and analyzes data from IoT sensors and video cameras. In essence, a:i]"]}“'
it "senses” the environment so that the city operator can decide how and when to take M
action. Some actions can be performed automatically. For example, a public waste bin
can contact the city for service when it is near capacity instead of waiting for a scheduled

Examply

pickup.
*  Smart Lighting 2M

*  Smart Waste

*  City Transportation

*  Smart Parking

*  Environmental Monitoring

PART-B

| FNF Flow Monitor (NetFlow cache). The FNF Flow Monitor describes the NetFlow
cache or information stored in the cache. The Flow Monitor contains the flow record
definitions with key fields and non-key fields within the cache.

FNF flow record: A flow record is a set of key and non-key NetFlow field values

used to characierize flows in the NetFlow cache. Flow records may be predefined for

case of use or customized and user defined. A typical predefined record aggregates

| flow data and allows users to target common applications for NetFlow. User-defined Diagra
records allow selections of specific key or non-key fields in the flow record. m-3M

3(a) | FNF Exporter: There are two primary methods for accessing NetFlow data: Using Explan

the show commands at the command-line interface (CLI), and using an application ation-

| reporting tool. th

Flow export timers: Timers indicate how often flows should be exported to the
collection and reporting server.
NetFlow export format: This simply indicates the lype of flow reporting format.

NetFlow server for collection and reporting: This ig the destination of the flow

export. It is often done with an analytics tool that looks for anomalies in the traffic

patterns,
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Velocity: Velocity refers to how quickly data is being collected and

analyzed.
Variety: Variety refers to different types of data. Often you see data

categorized as structured, semi-structured, or unstructured.

Volume: Volume refers to the scale of the data. Typically, this is

measured from gigabytes on the very low end to petabytes or even
exabytes of data on the other extreme.
The characteristics of big data can be defined by the sources and types of data,
(b) e Tirst is machine data, which is generated by ToT devices and is El?'““
ation-
typically unstructured data, M
* Sccond is transactional data, which is from sources that produce
data from transactions on these sysiems, and, have high volume and Chorsades
sties -
structured.
o - . . a™
® Third is social data sources, which are typically high volume and
structured.
¢ Fourth is enterprise data, which is data that is lower in volume and
very structured. Hence big data consists of data from all these
separate sources.
# include<wire h> ve! d
#include<LiquidCrystal_I2C.h> w
Toi Progra
(c) Void Setup() iy
{ |
led.init(); .
|
|

led.backlight();




